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1 Kpartkas madopMalua

Pa3BuTne obnauHbix TeXHONOrMin MeHAET 06K MHAYCTpUN pusnueckoin 6e30MacHOCTM U BbIHYXAAET
YCTaHOBLUMKOB UATW B HOTY CO BpeMeHeM, uTobbl ocTaTbeA B 6usHece. Mo BCen BUANMOCTH, CUCTEMbI
KOHTpONA AOCTYNa NepexoaAT B chepy KOMNETEHUMN rOo6anbHbIX TEXHOMOrMYECKUX KOMNAHWIA, YTO
BbI3bIBaeT OXNAAHWA 6OMbLUIE IKOHOMNYECKON BbIr0Abl, MOCKONbKY CUCTEMbI CTAaHOBATCA BCe bonee
WHTENNEKTYaNbHbIMW, MacWTabupyemMbIM1 1 OPUEHTUPOBAHHbIMI Ha NepucheprnitHble YCTPOMCTBA.

Takan 3BOMIIOUNMA, HapAAY C NOTEHUMANOM AN1IA UHTErpaunn ¢ ApyrumMmm KOpnopaTuBHbIMN CUCTEMaMN, TaKXE
O3Ha4aeT, uTo KVI6€p6€3OI'IaCHOCTb AO0J/DKHA Urpatb €e 6OJ'IbLLIYPO ponb B paapa60TKe N Pa3BEPTbIBaHUN
cucTeM, 0cobeHHO Koraa AnA HUX NCNoNb3yeTCA yxXe CylweCcTByoWwan VIHquaCTPYKTypa. ﬂpeo.qoneHme
TEXHNYECKNX 6apbepOB, Takux Kak nocneaoBate€/ibHaA apXnUTeKTypa, OTCYyTCTBUE MAC—aapecos nT.

4., ABNAETCA BaXHbIM WAromMm B NEPEX0AE K LI,VICprBbIM CNCTEMAM KOHTpPOJIA AOCTYyNa, CNoco6HbIM
YAOBNETBOPUTb CETOAHALWHNE N 6y,CI.YLLI,VIC TpeﬁoBaHVIFI.

BresapeHne n obecneueHne 6e3onacHOCTU UM POBOI CUCTEMbI KOHTPONA AOCTYMa TakXe 03HauyaeT
MCMNONb30BaHNE NEPESOBOro onbiTa ANA obecneyeHna ee MakCMManbHOW 3aWmnTbl. HeobxoanmMo oLeHNTb
W NPOTECTNPOBaTb KaXAbl KOMMOHEHT CUCTEMbI, ByAb TO YCTPOWNCTBO, MOCTaBLMK UAN NPOTOKON —
BCE€ OHW AOMXKHbI ObITb HaAEXHBIMU U 3aCTyXMBatloWMMK AoBepuda. Takxe HeobxoAnMa NOCTOAHHaA
0CBEAOMIEHHOCTb 06 yrpo3ax U cnocobax CHYXEHWA ONacHOCTEN, CBA3aHHbIX C 06HApYy>XUBaeMbIMu
YA3BUMOCTAMMU W onbkamn.

Ocoboe BHUMaHMe cneayeT yAeNATb NOCTaBLUNKaM, Ubl YCTPONCTBA Bbl cOBMpaeTech NOAKMNOUNTL K CBOEN
cetu. CepbesHblil NOCTABLLMK AOMXKEH NPEAOCTaBUTL 1 06HapoAoBaTb CBOM MPOLECChl ANA 3alNTbI
npeanaraeMbix UM MPOAYKTOB, HanpumMep onybnnkoBae pykoBOACTBO MO ycuieHuto 6e3onacHoCTy,
npeLoCTaBUB CheunanbHble MHCTPYMEHTbI, KOTOPbIe YNPOLLatoT yrnpaBieHne ceTeBbIMI YCTPONCTBaMMN 1
nx 3aWmnTy 1 T. n. Kpome Toro, xenatenbHo, YTObbI NOCTABLLMK NPOABAAN YECTHOCTb U OTKPbITOCTb B
OTHOLLEHWM CBOGIA CTPaTernn ynpasneHna obHapyXeHHbIMN YA3BIMOCTAMM W oWmnbKamu.

2 BBepeHMe: Byayillee cUCTEM KOHTPOASI AOCTYIIA

C passnTuem obnauHbix TexHonorni B cepe chmsmyeckoii 6€30NacHOCTH NOABWUICA HOBbIW NOAXOA

K pa3BepTbIBaHWIO U NCMONb30BaHNIO cucTeM. KOHEYHbIM Monb30BaTeNAM U NOKYNaTeNAM HYXHbI
WHTENNEKTYyaNnbHble MHTErPUPOBaHHbIE 1N HoNee OPUEHTUPOBAHHbIE Ha BU3HEC PELIEHNA C BO3MOXHOCTAMMN
BNAEOHabNIOACHNA N KOHTPONA AOCTyNa, KOTOPble 6bl HAMHOrO MPEBOCXOANIN BO3MOXHOCTM
TPaANLMOHHBIX 1 yXe YCTapeBLIMX TEXHOMOr Nil.

MHorve nocTaBLuK/ NOCTPOMAN NPOUHYIO BM3HEC-MOAENb HA OCHOBE CBOEr0 OMbITa, YCAYr W 3HAHWA B
obnacTtn du3snyeckoii 6esonacHocT. OAHAKO BO3MOXHOCTY MOAKMOYEHMA K CETI 1 NHTepHeT Belueii (loT)
03HaualT NOCTOAHHO MEHAKLWMECA yCnoBuA, Tpebylolne oT NOCTABILNKOB U YCTAHOBLLMKOB CUCTEM
thmsnueckon 6e30MacHOCTN U3ydeHUA A3bika NHPOPMALMOHHBIX TEXHOMOMWIA, NCMOb30BAHNA OTKPbITHIX
nnatopm, IP-TexHonorni n nHTErpauMm NporpaMmMHoOro obecrneuyeHuna, yTobbl asanTuposaTbea K
N3MEHEHUAM PbIHKA U OCTABATbCA KOHKYPEHTOCNOCOBHbIMMU.

Mo Bcen BNANMOCTW, NHNUNATNBA 6bICTp0 nepexoanT OT NOCTaBLNKOB INNIEKTPOHHbLIX CUCTEM KOHTPONA N
ynpasneHnAa AOCTYNoM (CIO’,ZI,) K rnobanbHbIM TEXHONMOTMYECKUM KOMNAHNAM, nonyymswnm BO3MOXHOCTb
qJOpMI/IpOBaTb NHAYCTPUIO 6e3onacHocTh B Hanpasi€HUN, KOTOPOE 6p0C3€T Bbl30B €€ TPaANLNOHHOMY
qI)YHKLI,I/IOHI/IpOBaHI/HO. Co3naHne YMHbIX 30aHNI 1 ropoaoB OTKPbIBAET WNPOKNE BO3MOXHOCTHU, B CBA3N

C YUEM OXWnAaaeTcAa 6bICprII7I POCT pbIHK@ COBPEMEHHbLIX CUCTEM KOHTPOJIA AOCTYyNa, B€Ab NPOCTOTaA
pa3BE€PTbIBaHMA N CTENEHb PA3BUTOCTN COBPEMEHHbIX TEXHONOrNA AaT YMHOVI cpene€ MHOXECTBO
NPENMyLLECTB.



Crpemnenne k BHeapeHuto cuctem CKY/, ncnonb3ytowmnx obnaunbie CepBUCHI, HE BbI3bIBAET YAUBNEHUA:
KPYMHbI€ TEXHONOrNYeckne KOMMNaHun yxe NpoAeMOHCTPUPOBANM yCNeLWHoe NpyuMeHeHne 06nauHbix
TexHonoruii 3a spema rmobansHoin nanaemun COVID-19. Y Taknx koMnaHuii €CTb BO3MOXHOCTM, MacluTabbl
1 TBOPYECKMIA NOTEHUMaN, No3BonAoLWwme A06MTbCA paanKanbHbIX N3MEHEHNIA, B TOM yucne n B cepe
thmsnyeckon 6e30MacHOCTY, 1, 0CO3HABAA LIEHHOCTb 061aUHbIX TEXHONOMNIA, KOMMNAHUN PaCcCUYNTbIBAIOT
NCcnonb30BaTh X ANA YAOBNETBOPEHNA CBOMX TpeboBaHWii kK 6e3onacHoCTyn 1 busHecy.

OzZHaKo MHOrMe NPoON3BOANTENN NPOCTO He FOTOBbI K 3TUM U3MEHEHUAM Ha PbIHKE U NO-NPexHeMy
cnesytoT busHec-MoAeNAM, OCHOBAHHbIM Ha HErMbKMx 3anaTeHTOBaHHbIX pa3paboTkax. lMepexoa

K MHTENNEeKTyanbHbIM pPeleHnAM (hr3nyeckoii 6e30NacHOCTN Pa3nTeNbHO KOHTPACTUPYET C 3TUM
TPaANLMOHHbBIM NOAXOA0M, UTO MOXET CO34aTb ONPeAeNeHHbIe TPYAHOCTU. XOTA Takne nepemMeHbl He
MOryT NPOM30ATM B OAHOYAChE W HOBbIE PELIEHNA C NCMONb30BaHNEM 06N1aUHbIX TEXHONOM NI eLle He
NONYYMAN WNPOKOrO pacnpoCTPaHEeHNA, 3TOT APKUIA HOBbI MUP OTKPbIBAET HOBOE MOKOJEHNE NHXKEHEPOB,
KOTOpbI€ TONbKO HaUNHAT paboTaTb B Haleil cepe.

Takum o6pasom, byaywee CKYZ u dmsnueckoin 6e3onacHocTyn B Les oM ByaeT OCHOBAHO Ha OXUAAHMAX
6onblueil 3KOHOMUYECKON BbIroabl. CCTeMbl KOHTPONA AOCTYNa CTaHYT ToOUkaMu cbopa AaHHbIX, a
ABEpHble KOHTPONNEpbl — WHTENNeKTyaNbHbIMI yCTpolicTBaMu BBoAa-BbiBoAa. QR-koabl AnA ynpaBneHus
noceTuTenAMn 1 buomeTpuueckoe pacnosHaBaHue nuy byayT BCe uyalle ynpaBnATbCA nepudepuinHbIMmu
YCTPOMNCTBAMM — C MOMOLLBID aHanUTUKM B kamepe unu gatumke. byaywee CKY/l obewaet 6biTh
CNOXHbIM, HO UIHTEPECHbIM BPEMEHEM AJ1A TeX, KTO FOTOB MPWHATbL €ro 1 NOMoYb chOPMUPOBaTh €ro; 3TO
peanbHaAa BO3MOXHOCTb UCMNO/Mb30BaTb WHHOBALWOHHYIO AEATENBHOCTb ANA CO3AaHNA bonee pasymHOro

1 6esonacHoro mupa.

B 5TOM AoKymeHTe nceneayloTcA acnekTbl, MMelowme 0cobyto BaXHOCTb ANA CUCTEM KOHTPONA A0CTYyNa, B
TOM YMcne MHOTME NPUHLMNNANbHbIE 0COBEHHOCTN Taknx cuctem. Takxe paccmaTpuBaloTcA coobpaxeHuna
0 NepesoBOM ONbiTe B OTHOLWEHNN NOCTaBLWNKOB, a TAKXe AA€TCA VIHq)OpMaLI,VIH n npeanoxeHna anAa
KOHEYHbIX I'IOJ'Ib3OBGTEl'IEI7I, YyTO6bl NOMOYbL UM YBE€PEHHO CTaBNTb 3a4a4n NOCTaBWNKaM N NPUHNMATb
6onee 0CO3HaHHbIE PELIEHMA O MOKYMKE.

3 IIpobaeMbl PA3BMBAIOIIIEIOCS PHIHKA CUMCTEM
KOHTPOAS AOCTVIIQ

Koraa paccmaTtpuBatoTea cuctembl KOHTpona usnyeckoro goctyna (CKY/), kak npasuno, ocHOBHOE
BHMMaHwue yaenaeTcA pakTopaM pucka, CBA3aHHbIM C NMpeAocTaBaeHneM uin 610K1poBKoi (usnyeckoro
pocTtyna. BaxHoe 3HaueHne nmeeT cbanaHCUpoBaHHbIA NMOAXOA K MPOEKTUPOBAHNIO CUCTEMbl KOHTPONA
(hn3nueckoro AocTyna ¢ yueToM OLEHKW NMOTEHLNaNbHON Yrpo3bl.

B HacToAwWwee BpemA, Koraa KOMMNaHUN NMOCTOAHHO COBEPLUEHCTBYIOT 3aWMTy CBOMX 06BEKTOB C MOMOLLbIO
Bce 60/1ee CNOXHbIX PELeHNI 3N1eKTPOHHOMO KOHTPOAA AOCTYNa, 3TU CUCTEMbI NO3BONAIT BbICTPO U
3hheKTMBHO yNpaBnATb AOCTYNOM B MaclTabax Bceil KOMNAHUW, OCTaBAAA LUPOBONA Cnes, KOTOPbIii
MOXHO 1CCcneaoBaTh U Npu HeobXoaNMOCTM KOHTponMpoBaTb. Kpome Toro, 3T cucTeMbl MOXHO
MNOJIHOCTbKO MHTErpnupoBaThb C APYrnMun peeHNAMN, HANpMMEpP ¢ CUCTEMaMKn ynpaBneHnA NepcoHasom

N NOCeTnTENnAMN.

[MTpn Takom 06bEAMHEHMN CUCTEM, AAIOLLEM LEHHYIO MH(OPMaLMIO, KOTOPaA MOMOraeT NPUHNMATb PELIEHMA
kak B 6usHece, Tak 1 B cchepe 6€30MacHOCTH, a TakKe KOHTPONMPOBATb AOCTYM, PELIAOLLEE 3HaUYEHNe
npuobpeTaeT TWaTenbHaA OLEHKA 3peNocTn komnaHum B obnactn knbepbesonacHocTu. lockonbky
MPECTYMHNKN CTaHOBATCA BCe 60ee N30WPEHHBIMU N MOCTOAHHO MOABAAIOTCA HOBbIE YIpO3bl, CTONT
3a/aya CHU3NTb PUCK KNOHUPOBAHWA YUYETHbIX AaHHbIX ANA AOCTYNA, @ TaKKe PUCK BHYTPUCUCTEMHbIX
Yrpo3 1 BHEWHMX KnbepaTak.



Mpu 3TOM cama apxuTeKTypa cucTeMbl NpeacTaBnAeT coboi npobnemy. MHorvne TpaauLMOHHbIE CUCTEMDbI
koHTpona aoctyna (CKY/l) nocTpoeHbl Ha ycTapeBlei nHpacTpykType. B ycnoBuax koHBepreHumn
TexHonornii 6e3onacHOCTM, 06bIYHO NCNONB3YIOWMX 3TY UH(PACTPYKTYPY, NOCTABLLMKAM NPEACTONT
ajanTupoBaTb cBoe 060pyA0BaHNe ANA NOAKMOYEHNA K TaKMM KOPNOPaTUBHbBIM CETAM, @ TakXe 0CO3HaTb
BaXXHOCTb knbepbesonacHocTh 1 nsmeHeHmA obcTaHoBky B cchepe besonacHocTu, Tpebyiowwne TwaTeNbHOi
OLIEHKN MHOXECTBa PUCKOB, KOTOPbIM NOABEPraeTCA NPEANPUATHUE, U 3aLUMTbl OT TaKNX PUCKOB.

KnbepbesonacHocTb fonxHa bbiTh KtoueBbIM (PakTOPOM Npu pa3paboTke HOBbIX CUCTEM OXPaHbl 1
6e3onacHocTu. TexXHONOrnM KOHTPONA AOCTYNa ABNAIOTCA HEOTHEMNEMON YacTbio Nt060ro peleHna
thn3mueckon 6€30MacHOCTM 1 MO3TOMY AOMKHbI MPOU3BOAMTLCA B COOTBETCTBUN C NPU3HAHHBIMN
npuHunnamn knbepbe3onacHoCTM, OTYETHOCTbLIO 00 MHUNMAEHTAX W NepesoBbIMK MeToAaMu. BaxHo
MPW3HATb, YTO YPOBEHb 3aLLMLLEHHOCTI CETU ONPEAENAETCA YPOBHEM 3aLLMLLEHHOCTH €€ caMoro cnaboro
3BeHa. CucTema, B KOTOPOW 3TO HE yuMTbIBaeTCA, CTAHOBUTCA yA3BNMONA. HeroToBHOCTbL MPUHATD
Hanuune cnabbix MeCT B CUCTEME, COOBLMUTL O HIX U NPEANPUHATL HEOBX0ANMbIe MEpPbl B KOHEUHOM MTOre
OTpMLATENbHO CKaXeTCA Ha CMOoCcObHOCTM cucTeMbl obecneunBaTh HaZNeXallnii ypoBeHb r3nUyeckon
6e3onacHocCTH.

3.1 O6ecneueHne kn6epbesonacHocTn (3penocts B 06nacTn knbep6esonacHocTy)

YBenuuenue ponn IT-uHAYCTPUN HaUMHAET MEHATb XapakTep 1 METOAbl OLEHKMW, pa3BepTbIBaHNA

n obcnyxusaHua TexHonoruit. KnioueBbIM MOMEHTOM ANA 3aWHTEPECOBaHHbIX CTOPOH B cchepe
NH(OPMALIMOHHBIX TEXHONOT NI ABNAGTCA OLEHKA NPOYHOCTU CUCTEMbI Knbepbe3onacHoCTM KoMnaHum

C aKLEHTOM Ha 3HaHWA NoCTaBLMKa 0 knbepbe3onacHOCTN. TN 3HAHUA TaKXe Ha3blBalOT 3pPENOCTbiO B
obnactu kubepbesonacHocTn («knbepspenoctoion). Knbepspenocts npeanonaraeT rmybokoe noHumaHue
BbIABNEHHbIX N NOTEHLUMANbHbIX KNbepyrpo3 n cHuxeHune puckos. OBWMPHAA AOKYMEHTaLNA N PyKOBOACTBA
no knbepbesonacHoCTy, yxe pa3paboTaHHble ANA CETEBbIX KaMep, Takxe MOryT NPUMEHATLCA K CUCTEMaM
CKYZl, nockonbky npobnembi, OLEHKN 1 06bACHEHNA KNOEPPUCKOB U NOTEHLMANbHbIX aTak OANHAKOBO
aKTyanbHbl ANA 3TUX NPOAYKTOB.

3.2 byayuiee apxuTekTypbl cuctem 6e3o0nacHoOCTH

CoBpemeHHble yCTpoNCTBa KOHTPOA AOCTyNa NOAKIOUaloTCA yepes ceTeBble kabenn n pasbembl RJ45.
CeTn obecneunBaloT NUTaHNE KOHTPONEPOB AOCTYNA, @ Takxe nepeaady AaHHbIX MEXAy YCTPONCTBAMU U
LeHTpanbHbIMK cucTemMamu ynpasneHna. Onpeaenatownm GpakTopom AnA KOHTPONA AOCTyna ABNAETCA
nepexoA k cuctemam Ha ocHose npotokosia TCP/IP. C momeHTa noasnenusa 8 2013 roay nepsoro ABepHOro
KoHTponnepa ¢ noaaepxkoii IP-texnonornii (AXIS A1001) apxutektypa PACS noctosHHo pa3snsaeTca, u
Tenepb OHa NpeAnaraeT MHOXECTBO YCOBEPLIEHCTBOBAHHbIX (DYHKUMIA, KOTOpbIe 6bin1 bl HEBO3MOXHbI
NPy MCNONb30BaHNN YCTApPEBLUNX TEXHONOTNIA.

Mpumepbl Taknx MHHOBaLUMIl BKAoYaloT cunTbiBaTenn QR-konoB AnA 6eCKOHTaKTHOro KOHTPONA
AOCTYyNa, pacno3HaBaHWe L, 33 CYET WHTErpaLmn C CETEBbIMU KamepaMi, a TakKe CUNTbIBaHME
aBTOMOOUbHBIX HOMEPHbIX 3HakoB. Bce 3Tn yHkuMn B3ammoaencTsytoT ¢ 6asamun AaHHbix CKY/,
no3sonAA nepuchepuinHbIM YCTPOACTBAM NMPUHUMATD PELIEHWA O NPEAOCTaBAEHMM AOCTYNa UAKN OTKase

B Hem. Cpeau rnaBHbIX npeumyliecTs |IP-cuctem — HU3KMe 3aTpaTbl Ha YCTaHOBKY, NPOCTaA HaCcTPOMKa

W NIErKOCTb YNpaBAeHWA yCTpoilcTBaMU. YA0bHaA MHTerpauna ¢ Apyrumun yCcTponcTBaMu O3HauyaeT
nepcnekTUBHOe pelueHne, obecneunsatowiee npoctoe (Mo npuHLUMNY «NOAKIOUN U paboTaily) noakaoueHNe
HOBbIX TEXHOOMNIA N cepBMCOB 6€30MacHOCTM MO MEpPE UX MOABNEHNA.



3.3 CpaBHeHnue IP-cuctem ¢ TpagMUMOHHBLIMU CUCTEMAMMN KOHTpONA pusmueckoro
AaocTyna

HPEVIMYLLI,ECTBG IP-TexHonorun 6y,CI,YT p€ann3oBaHbl B COBPEMEHHbBIX CUCTEMAX KOHTPONA A0CTYynNa,
0cobeHHO B 6eCKOHTaKTHbIX CMCTEMAX, KOTOpPbIE, KaK OXNAakoT KOHEUYHbIE NOJSIb30BaTENN, AO0JIKHbI CTATb
CTaHAaPTOM. Takxe nonb3oBaTeny XxoTenn bbl, UTobbI 3TN CUCTEMbI bbINN aAanTnpoBaHbl K NCMOJIb30BaHNIO
CMaqu)OHOB 1 NNaHWEeTOB 1 HEe TONbKO C MOBUAbHbIMK I/I,Cl,eHTVICbVIKaTOpaMVI. Kakum o6pa30M 0Tpadiib
6y.ﬂ,CT npeaoCTaBNATb bonee KauecTBeHHble, bonee None3Hble 1 SKOHOMALLNE BPE€MA N AEHbI'N CNCTEMbI
KOHTpOnNA LI,OCTYI'Ia? CmoxeT nn 0Tpadyib UATN B HOT'Y C UMKNamMn BHEAPEHNA VIHHOBEILI,I/II?I, 3a KOTOpbIMK
CTOAT KPYNHbIE TEXHONNOINMYECKNE koMmnaHuu? TakoBbl I'Ip06}'ICMbI, CToAWNE nepea NOCTaBWMKaMWN CNCTEM.

Jlo cix nop 3TU BO3MOXHOCTM He UCMO/Ib30BaNCh, BO3MOXHO, NOTOMY, YTO TPaAMLNOHHbIE CUCTEMbI
CKY[] 3aBucAT oT ABEpPHbIX KOHTPONEPOB, YCTAHOBEHHbIX NOC/eA0BaTENbHO W NOAKIIOUYEHHbIX
kabenamn RS-485 Kk LeHTpasbHOMY YCTPONCTBY WK cepBepy. bonblMHCTBO cucTeM Takxke ABNALOTCA
nponpueTapHbIMU, YTO 03HAUaeT, YTo ABEPHOI KOHTpOANEpP «3a6/10KMPOBAHY U UM MOXHO YNPaBAATb TObKO
uepes nNporpammHoe obecneyeHne, ykazaHHOE NOCTaBLLNKOM. ITO OrpaHiuMBaeT KOHEYHOro Nosb3oBaTena
OZHWM MOCTaBLLMKOM 0BOPYAOBaHNA 1 NPOrpaMMHOro obecrneyeHuns, K TOMY Xe 13-3a CI0OKHOCTU TaKnx
CUCTEM ANA UX YCTAaHOBKW U HAaCTPONKM YacTo TpebyeTcA KBanuguLMpoBaHHbIi nepcoHan.

MMpwn pacwypeHnn TPaLNLNOHHbIX CUCTEM KOHTPOJA AOCTYNa NPOLECC OCNOXHAETCA TEM, UTO TUMNYHBbIIA
LeHTpaNbHbIN KOHTPOMNEp NpeAHa3HadeH AnA paboTbl C onpeseNeHHbIM KONNYECTBOM ABEpeid, a
HeCTaHAapTHble KoHurypaumn TpebyoT 6onblwmnx 3aTpaT U3-3a OrPaHNYEHHON FMOKOCTU CUCTEMBI.
Hanpumep, 2obaBneHme Nnwb 0AHON AONOMHUTENbHOW ABEPU MOXET MPUBECTU K HEONPABAAHHO BbICOKMM
3aTpaTam.

CeTeBble TeXHONOrNK NO3BONAIOT Pa3BePHYTb HAMHOro 60nee NPOCTYIO U NETKYI0 B YCTAHOBKE apXnUTeKTypy
CKYZ, otnuyatowwytoca 6onblueit rmbKOCTbIO M BOSMOXHOCTbIO HacTpoiiku. |T-cneunanucTel npeanounTtaoT
NCMonb30BaTh B CETEBbIX CUCTEMAX KOHTPOMA AOCTyNa CeTeBble yCTpoiicTBa. BkntoueHne 3Tux
cneunanucTtos B npouecc npoektupoBaHua CKY/l B byaywiem ABnAeTcA KNOUEBbIM MOMEHTOM, NOCKONbKY
OHM MOryT obecneynTb NCnonb3oBaHne [P-ycTponCTB, KOTOPbIE TAKXe BaXHbl ANA CHUKEHNA CTONMOCTY
PacCLIMPEHNA CUCTEMbI 1 CTAHYT OAHUM 13 TpeboBaHNiA ANA ByAyLWIUX NPOEKTOB yNpaBieHNA AOCTYMOM.

3.4 OTKpbITbIE NPOTOKODI

Byayuwee cucrem CKY/] 3aBUCUT OT rOTOBHOCTM NPON3BOANTENEN AENNTHCA CBOWMM HaBbIKaMU 1 YMEHUAMY
Ha hopyme oTKpbITOro npotokona. CywecTByeT 0ueBNAHOE CONPOTUBIEHNE 3TON OTKPbITOCTY, MOCKOMbKY
MHOrue pa3paboTumku CUCTEM KOHTPONA AOCTYNa, NOXOXE, OTAAIOT NPEANOUYTEHME NPOLECCY, KOTOPbIN
NPUBA3bIBAET KOHEYHbIX MOMb30BaTENEN K NX NPOAYKLMN, N TEM CaMbIM rapaHTUpYlOT cebe byaylwmnin AOX0A.
OaHako B AOAFOCPOYHOMN MEPCNEeKTNBE TaKo NOAXOA ABNAETCA NMpourpbiwHbiM. [lonb3oBaTenu oxuaaoT
60/blIEro OT CBOWX PELEHNIT 1 ANA 3TOr0 rOTOBbI ACNUTLCA CBOUMM AaHHbIMU.

Pa3pa60Tuvn<v| CNCTEM M NOCTaBLNKN 060py,ﬂ,OBaHVIFI ANA KOHTPONA A0CTyna peAKO pacnosiaratot
pecypcamun n IT-TexHonormAMu, NO3BONAKLWMMMN UM NPeANoXnTb BCE PELWEHNA B PaMKax KOMMJIEKCHON
CNCTEMBbI CbVI3I/IH€CKOI7I 6e3onacHoCTH. MHOFVIC, KaXxeTtcA, NeACTBUTENLHO He noAo3p€EBakdT, UTO UX TOBaApPbI
n ycnyrin 6bICTp0 3aTME€BAOTCA HOBbIMW WHHOBAUMWOHHbIMIN PEWEHNAMUN, KOTOPbIE YrpOXaT KaK UX
6usHec-moaenu, Tak 1 UX NONOXEHUIO Ha PbIHKE CKY,[I, Bo3moxHoCTN HOBeWNX cucTem un CKOPOCTb
COBPEMEHHbIX MHHOBALWN TaKOBbl, YTO KOHTPOMNEPbI AO0CTYNa CKOPO CTAHYT HEHYXHbIMW — NX 3aMEHAT
MHTENNIEKTYaNIbHbIE YCTpOVICTBa BBOAa-BbiBOAA.

OTKprTOCTb MO3BOJIAET CO034aBaTb yCTpOVICTBa AnA HebonbLWNX cucTem KOHTpPONA A0CTyNa, ra€ npocToTa
MMEET K/1loueBOe 3HauUeHne n rae ueHa nokynkn n yCTaHOBKN A0JTXKHa 6bITb KOHKprHTOCI’IOCOGHOVI. ITn xe
YCTpOIZCTBa 3aTeM MOryTt 6bITb npun HeobxoaAnMoCTH afanTnpoBaHbl ANA bonee KPYAHbIX N TEXHUYECKN
CNOXHbIX cucTem. Takaa rubKocTb ABNAETCA OTNUNTENbHON LICpTOI\/’I COBPEMEHHbIX CPEACTB obecneueHun



6e3onacHoCTU 1 rapaHTUPYET, UTO CUCTEMDI, I'IpVIOﬁpeTeHHbIE CE€roAHA, COXPaHAT CBOK akKTyalbHOCTb N B
6y,CI,YLLlCM, AaXe B yC/I0BMAX pOCTa 6un3Heca 1 N3MeHeHunA Tp66OBaHVII7I NnoJsib30BaTENA.

bonee noapobHyto nHhopmaLmio 06 OTKPLITOCTU M OTKPbITbIX TEXHONOTMAX MOXHO HAaUTW Ha Beb-canTe
ONVIF www.onvif.org, oTpacneBoi opraHn3aumm, co3aaHHoil AnA pa3paboTku N NPOABMXKEHNA KOHLENLNN
OTKPbITbIX CTaHAAPTOB.

4 TexHMYECKME NPENATCTBMUS HA IIYTU K
IIPUHSTUIO HOBBIX TEXHOAOT UM

Heobxoanmo YUNTbIBATb MHOXECTBO q)aKTOpOB C TOYKWN 3pE€HNA TEXHNUYECKNX COE,CI,I/IHEHVII?I, VIHTCp(,bﬁIZCOB
n YCTpOVICTB, KOTOpbI€ A€NAOT BO3MOXHbIM LI,VICprBOI7I KOHTPOJIb AOCTYyNa. I'Iepexoa OT TPaANUNOHHbIX
cucTeM K 06/1a4HbIM MOXET NPMBECTN K pa3HbIM NOCNEACTBUAM. B cneayrwnx pasaenax I'lO,ClpO6H0
OnncaHbl T€ MOMEHTbI, KOTOPbIE Heobxoanmo YUNTbIBATD, yTobbI NOMOYL CYLLI,CCTBy}OLLI,CVI TEXHOJIOrnnm n
CBA3aHHbIM C Heil npoueccam HE CTaTb NPENATCTBNEM ANA MOAEPHU3aUNN N BHEAPEHNA HOBbIX peLLIeHVII7I.

4.1 KonTtponnepbl RS-485

OaHMM 13 BaxHbIX (DAaKTOPOB ABNAETCA pa3BepTbiBaHMe KOHTponnepa RS-485 n noTeHumanbHbIA puck
YCTaHOBKM MONYWHTENNEKTYyaNbHbIX YCTPONCTB, KOTOPbIE peaKko, ecnu Boobuie koraa-nubo, umeroT
MAC-aapec, uTo 3aTpyAHAET X uaeHTUduKaumo. RS-485, Takxe n3BecTHbIi kak TIA-485(-A) nnu
EIA-485, npeactasnaeTt coboli CTaHAaPT, ONPeAeNALUA dNEKTPUYECKNe XapakTepUCTUKN FeHepaTopPoB 1
NPUEMHMKOB ANA NCMNONb30BaHNA B CUCTEMAX MOCNeA0BaTENbHON CBA3N. JNEKTpUUeckan curHanmsauma
cbanaHcnpoBaHa, MHOrOTOUeUHbIE cucTembl noasepxusatoTca. OaHako RS-485 onpeaenaet Tonbko
(husnuecknit yposeHb (reHepatop 1 npuemHmnk). OH He yKasbiBaeT 1 He peKOMeHAyeT Kakoi-11M60 NpoToKO
nepeaaun AaHHbIX.

O6paTute BHUMaHMe, uTo oTcyTeTBUe MAC-aapeca unm npuHATNE nocnesoBaTebHON apXUTEKTYpbl CaMo
no cebe He 03HauaeT Npobnem C HaAEXKHOCTbIO UAKN HEraTUBHbIM BO3AENCTBMEM Ha PaboTy CUCTEMbI
KOHTPONA AOCTYNa: Takue paspaboTku 6binu ocHoBHbIM 3nemeHToM CKY/] 6onee 30 neT. Tem He meHee
npeacTaBuTb pocT TpeboBaHui B cchepe 6€30MacHOCTM CNOXHO, EC/IN KaXA0€ CPEACTBO KOHTPONA B
cucteme CKY/] He ABnAeTCA MHTENNEKTYaNbHbIM U HE MOXET pacCcMaTpuBaTbCcA WHAMBWUAYanbHO. Mbl
YyTBEPXAAEM, UTO TOMbKO MOJHOCTBIO MHTENNEKTYabHble CUCTEMbI W MOMAHOCTbIO AOCTYMHbIE YCTPONCTBA
MoryT B ByAylem NpuHeCTV peanbHyto nonb3y. HeobxoanMo OTMETUTb, UTO «MOMHOCTBIO AOCTYMHbIA» He
03HauaeT HU3KMI1 ypoBeHb knbepbesonacHocTu: kak pa3 HaobopoT.

4.1.1 OTKpbITbIN NPOTOKON KOHTPONUpyeMbix yeTpoiicTe (npotokon OSDP)

MpuHATbIA MexayHapoaHoii anekTpoTexHueckoit komuccnein (MIK) HOBbIE MeTOA CBA3M, NOBbILLAOWMNA
6e3onacHocTb CKY/], — 370 OTKpbITbIA NPOTOKON KOHTPonMpyembix yetponcTs (OSDP), cTaHaapT cBAsu anA
CKY/, pa3spaboTaHHbiii Accounaumein nHaycTpuu 6esonacHoctu (SIA) ana ynydweHusa B3anmoaencTBIA
MeXAy YCTpoicTBamu KOHTponA goctyna u 6e3onacHoctu. OSDP ncnonb3yet 128-6uTHoe Wwind)poBaHue,
NoALAEPXNBAET MHOrOTOYEYHYIO YCTaHOBKY 1 KOHTPOAUPYET COEANHEHNA, coobwan o npobnemax
cumTbiBaHuA. Takxe cneayeT oTMeTUTb, uTo npoTokon OSDP noaaepxuBaeT cumTbiBaTeNN KapT, ABEPHbIE
3aMKM, KOHTaKTbl LEenn CMrHanusaumm 1 hyHKLMK 3anpoca Ha BbIXOZ, NCMOMb3yA BCEro 2 NMpoBOAa, a

HE HECKO/bKO COEANHEHUI, KOTOpbIE paHee TpeboBanuch anA Kaxaon asepu. Kak cooblaerca Ha
Beb-cante SIA: «[lpotokon OSDP yTBepxaeH B KauecTBe MeXAyHApOAHOro cTaHAapTa MexayHapoaHoii
3NeKTpoTeXHNYecKon komucenein B Mae 2020 roaa u onybnukosaH kak |IEC 60839-11-5 B utone 2020 roga.
MpoTtokon OSDP 6yaeT nocToAHHO COBEPLUEHCTBOBATLCA, UTOObI COXPaHATL CBOM NNAMPYIOLLME NO3MLNN B
oTpacnim.



4.2 BaxHocTb ycTpoitcte ¢ MAC-aapecom

MAC-aapec — 3T0 yHMKa/bHbI annapaTHbIA aapec CeTeBoro ajanTtepa Wim ycTpoicTea. [puMeHnTenbHo
k IT-cetam MAC-anpec BaxeH He meHee IP-agpeca. MAC-aapec 04HO3HAUHO UAEGHTUNLMPYET KOMMNbIOTEP
B /10Ka/IbHOI CeTN 1 Heo6X0AMM ANnA paboTbl CeTeBbIX NPOTOK0N0B, B uacTHocTu TCP/IP. MAC-azpec xecTko
3anporpaMMuUpoBaH B YCTPOICTBE, W, XOTA €ro MOXHO MOAAENaTb Yepe3 ONepaLnoHHY0 cucTemy, AenaTb
3T0 He pekomeHayeTcA. bonee Toro, aapec aomxeH 6bIThb 3alMLLeH Balleil cucTemoli beonacHocTw.

ApxutekTypa cemeiicTa npotokonos TCP/IP u apyrne ocHOBHble ceTeBble apXUTeKTypbl 06bIYHO
NCMONb3yT MOAeb B3aumoaeincTemA oTkpbITbix cuctem OSI, B koTOpoi cpeacTBa B3aUMOAECTBNA
nenatca Ha yposHu. MAC-agpeca (pyHKUMOHUPYIOT Ha YPOBHE KaHana nepeAaun AaHHbIX (ypoBeHb 2 B
mogenu OSI) 1 N03BONAIOT KOMMbIOTEPAM OAHO3HAUHO UAEHTUULMPOBATL cebna B ceTn. PunbTpaumsa
MAC-aapecoB nobaBnAeT AONOAHUTENbHBIN YpOBEHb 6e30nacHocTu. Mpexae uem paspewnTb kakomy-an6o
YCTPOWCTBY NPUCOEANHUTLCA K CE€TH, MaplipyTusatop nposepaeT ero MAC-azpec no cnucky o406peHHbIX
azpecos. Ecnu agpec knmeHTa ecTb B CMMCKE MapLupyTU3aTopa, AOCTYN NPeaoCTaBAAETCA, B MPOTUBHOM
cnyyae — 3anpeLiaeTca.

4.2.1 TexHonorua Power over Ethernet (PoE)

TexHonorua PoE npeanaraet aBa npenmyllecTBa, akTyanbHble AnA Bcex obnacTen ee NpUMEHEHMNA:
3KOHOMMIO CPEACTB Ha YCTAHOBKY U rnbkne BapuaHTbl pa3melieHna yctpoiicts. PoE nossonAeT nepesasathb
LaHHble U NUTaHWe No OAHOMY Kabesnio, UTO 03HAYaeT BO3MOXHOCTb YNPOCTUTb apXUTEKTYPY CUCTEMbI

Mo CPaBHEHWIO C TPAAULMOHHBbIMYU cxemMamMu. CTONT OTMEeTUTb, UTO MHOTME CUCTEMbl KOHTPOAA AOCTYNa
pexnaMupytoTea Kak ucnonb3ytowme |P-texHonorun.

5 OTAMYMTEABHBIE YepPThI IIEPEAOBOrO OIBITA

YnpaBneHue KOHTPONEM AOCTYNa — BaXHbI KOMMOHEHT 3(h(PeKTUBHOIrO PyKOBOACTBA NOTOKOM JIt0AEN

1 OrpaHMYeHnA Aonycka Tam, rae 370 Heobxoaumo. [pownu Te BpeMeHa, KOrAa 3anupaHue aBepw

Wnn ycTaHoBka wnarbayma 6b111 40CTaTOUHbIMU (hOPMaMK KOHTPONA AoCTyna. Tenepb KOMNaHMAM
TpebytoTcA Honee CoBEpLIEHHbIE CUCTEMbI KOHTPOJA W yNpaBneHna AOCTYNOM, UTobbl ynyulinTb
OTHOLUEHNA C KAMEHTaMuM 1 0becneynTb NOCTOAHHYI0 Be3onacHoCTb noaei. NpuMeHeHne 0CHOBAHHOIO Ha
NepesoBOM OMbITE NOAX0AA K KOMMIEKCHOMY KOHTPOJIIO AOCTYNa BbIXOAMT 33 paMki BbI6Opa npaBubHbIX
WHCTPYMEHTOB. Takon NOAX0A AOSIXEH PAaCNpOCTPaHATLCA eLle U Ha BbIGOp NPaBUIbHON apXUTEKTYPSI,
BHEAPEHME BbICOKOKAUECTBEHHbIX TEXHONOMMIA, CObOABHME NMPABUbHBIX MPOLEAYP U NPOTOKOMOB, @ Takxe
nobyxaeHne nepcoHana u 3aMHTEPECOBAHHbIX CTOPOH K BbIpaboTke HAANEXALLEro OTHOLWEHWA 1 NOBEAGHUA.

5.1 YnpaBneHue 3aMHTEpPECOBaHHbIMM CTOPOHAMU W KOHBEPreHTHbIN MOAXOA K
6e3onacHocTH

B To BpemA Kak B TEXHOMOrNUECKON cpeae HabnoaaeTcA TEHAGHUMA K MCMONb30BaHNI0 00 bEANHEHHON
MHPaCTPYKTYpbI, KOTOpPaA MO3BOMMT BHEAPATb TEXHONOrMK, Heobxoaumble anA becnepebonHoin paboTbl
KOMMNaHwiA, HaM Takxe HeobxoanM 06beaNHEHHbIN («KOHBEPreHTHbIA®) NPOLECC MPUHATAA PeLLEHNi.
MbI yxxe Buaenn ycnewHbie npuMepbl, Koraa KOHBEPreHTHbIN NOAX0A K 6€30MacHOCTY paspyLian CTeHb!
1 N03BONAN 0O6BEANHATL YCUANA Pa3HbIX KOMaHA. TakaA KOHBEPreHLMA NMPeACTaBAETCA KaK HNKOMAA
aKTyaNbHON UMEHHO CErOAHA, KOIAA B KOPMOPATMBHbIX CETAX COCYLIECTBYIOT 60K 0 60K TpaAuLMOHHbIE
(hM3nyeckne n 3NeKTPOHHbIE CPEACTBA 3aLMUTBI.

Kpa|7|He BaXHO, UTOObI noapasaeneéHunAa q3VI3VILI€CKOI7I 3alWNTbl MO nonaraTbCA Ha TEXHONOINN, KOTOPbIE
OTBE€YAKOT NPON3BOACTBEHHbLIM TpeﬁoBaHVIFIM NX KOMMaHUn N yCTpaHAKT CBA3AHHbLIE C HUMW PNCKKW, N B
TO X€ BPEMA NOAAEPXKNBAKOT MOJINTUKN IT-6e3onacHocT 1 rapaHTNpyoT, 4TO (i)VIBI/NCCKVIC YCTpOVICTBa



HE CTaHYT naseiikon B KOpI'IOpaTVIBHOVI cetn. 06beanHeHne YCVI}'IVII7I BCEX 3aUHTEPECOBAHHbLIX CTOPOH
no3BosiAeT obecneunTb CIT)VI3VILIECKy}O n KVI6€p6€30I'IaCHOCTb.

5.2 Yero oxumaatb OT napTHEpPOB, NPOAABLOB M MOCTaBLINKOB

Heobxoanmo obecneunTtb, UTOObI TPETbN CTOPOHbI NOHMMaNN, Kak BaXXHO NPUMEHATDb I'ICpC,CI,OBOVI onbIT

B CCbCpC 6e3onacHOCTN KO BCeM UX [NeATeNbHOCTY, a TakXe UTobbl 3TN CTOPOHDbI nencTeoBanu ¢ YY€TOM
KOHKPETHbIX I'IOTpC6HOCTCI7I. OTHolleHuA ¢ TPETbNMIN CTOPOHAMW MMEIOT KNHOYEBOE 3HAUYEHNE ANA CO34aHNA
Bq)CbCKTVIBHOVI LENOYKN NOCTABOK N BbICTPanBaHMA NPOYHbIX N HAAEXHbIX cBA3eN.

OcHOBHbIe CO0bpaXeHMA Npu OLEHKE TPETbUX CTOPOH M UX BAMAHMA Ha Lenouky noctaBok: OHu
MOHWMAIOT W NPU3HAIOT PUCKM, CBA3AHHbIE C knbepbesonacHocTbio > OHM AEMOHCTPUPYIOT 3penblii
NOAXOA K KnbepbesonacHOCTHW, MCNONb3yA AOCTYMHbIE NPOLECChl U MHCTPYMEHTbI > OHM NOHKMMalOT,
Kakoe BAMAHWE OKa3bIBAlOT Ha WX TOBapbl W YCIYrM HOPMaTWBHbIE 1 3aKoHoAaTeNbHble akTbl > OHu
MOryT NPOAEMOHCTPUPOBaTh, kKak byayT cobnioaaTe TpeboBaHuA nonb3osatena > KubepbesonacHocTb
npeacTaBnAeT cobol NpoLece, a He MPOCTO TEXHONOTNI0 — TPETbU CTOPOHbI MOMYT NPOAEMOHCTPUPOBATH
yNpaBneHNe XN3HEHHbIM LMKIOM cucTembl knbepbesonacHocTy ANA 3alUnNTbl NPEeANPUATAA NONb30BaTeNA.

5.3 YnpaBnenue 6e3onacHoCTbio: npoLeccbl pyKkOBOACTBA U ynpaBneHUA
nocTaBLUKaMu

Kak n niobbie apyrue schdpexkTusHble BUabI obecneyeHna 6esonacHocTu, knbepbesonacHoCTb
XapakTepusyetcA cTeneHblo obecneunsaemon 3awmnTbl. Peub naet o Hagnexauwen sawunte cetu |IP-kamep
Ha BCEX YPOBHAX: OT BblbOpa MpOAyKUMW M NapTHEPOB A0 YCTaHOBAEHHbIX TpeboBaHM.

5.3.1 CraHaapTbl U ANPEKTMBbBI

ISO 27001 — meHemkMeHT nHdopmaumoHHoi 6e3onacHocTu. ISO/IEC 27001 — 3To cucTema ynpasneHua
6e30MacHOCTbIO, BKIKOUAKLWaA cneayowne TpeboBaHnA:

¢ (CuctemaTnueckoe m3yuyeHune puckos MHOPMaLMOHHON 6€30NacHOCTY OpPraHU3aLnm C YUETOM Yrpos,
YA3BMMOCTE 1 BO3aeCTBMIA

® PaspaboTka v BHeApPEHWE NOCNEA0BATENBHOrO 1 BCEOOBEMIIOWErO NAaKeTa CPEACTB yNpaBieHua
NH(OPMALNOHHON 6e30MacHOCTbI0 n/uan Apyrux opm ynpasneHna puckamu (Takux kak
npeLoOTBPaLLEHIE NN Nepesaya PUCKoB) ANA YCTPAHEHUA TeX PUCKOB, KOTOPbIE CYUTAOTCA
HenpuemaeMbIMu

e [lpuHATue obuiero npouecca ynpaeneHna ana obecrneyeHna Toro, YTobbl CpeacTBa ynpaBneHuA
MH(OPMaLMOHHON 6e30MacHOCTLI0 MPOAOXANMN YAOBNETBOPATb NOTPEBHOCTI OpraHM3aunm B
MHADOPMaLMOHHON 6€30MaCcHOCTI Ha NOCTOAHHON OCHOBE.

5.3.2 Cyber Essentials Plus

Cyber Essentials — 370 noaaepxuBaeman npaBuTenbcTBoM Benukobputanun n oTpacnesbimu
OpraHu3aunMAMK CXeMa cepTudmKaLmnm, KoTopad NMO3BOAAET OpraHN3aLMAM 3allnTUTb ceba oT
pacnpocTpaHeHHbix ceTeBbix yrpo3. Ceptucmkat Cyber Essentials ABnaeTca acpchexTBHBIM NokasaTenem
KOMMaHMM, XOPOLIO 0CO3HatwWeil npobnemMbl knbepbe3onacHoOCTH, a TAKKE OLEHKON €& MONNTIKN 1
npoueayp. MMpn 3ToM paccMaTpuBalOTCA CeayLLNe acnekTbi:

® besonacHaA koHdurypauma

® KoHTponb AocTyna u aAMUHUCTPUPOBaHNE



® 3awwuTa oT BpeaoHocHoro 10
® YnpaBneHne ucnpaBneHNAMY
® bpaHaMay3p 1 MHTEPHET-LUI03bI

[na npousBoanTenen TeXHONOM NEPBOA NNHNEN 3aWMTbl AOMKHO ObITb CHUKEHME pucka, CBA3AHHOMO
¢ nx cobeTBeHHbIMN cuctemamun. HauuHaa ¢ 1 okTtAbpa 2014 roga npaBuTensCTBo TpebyeT, uTobbl Bee
MOCTaBLLMKM, yYaCTBYOLWME B TEHAEPAX HA 3aK/IOUYEHNE KOHTPAKTOB Ha 06paboTky KOH(MAEHUMANBHO 1
nepcoHanbHoi nHdhopmauuu, 6binn cepTuduumpoBaHbl B cooTBeTcTBIUM co cxemoii Cyber Essentials.

5.3.3 be3onacHocTb B apxuTekType, 6€30nacHOCTb MO YMONUYaHMIO

[MpeanoxeHHana ynonHOMOUYEHHbIM N0 KamepaM Habnoaenna B 2019 roay koHuenunA «besonacHocTb

B apxuTekType, 6€30MacHOCTb MO YMONYaHMIO» YCTaHABNMBAET MUHUMaNbHble TpeboBaHuA ANA
MpoV3BOANTENEN CUCTEM 1 KOMMNOHEHTOB Kamep BuaeoHabnoaeHnA. [lanHblin cTaHaapT TpebyeT, uTobbl
MPOV3BOANTENN NMPUMEHANN KOMMIEKCHbIN NOAXOA K peleHunto npobnem 6€30nacHOCTM Yepes nonck
MepBOMPUYNH, @ HE YCTPaHEHNE CUMNTOMOB, U Mpunarany Bce HE0O6X0ANMBbIE yCUNuA, YTobbl YMEHbLWUTb
0bwnn ywepb Bcen CMCTEME WAN €€ KOMMOHEHTY.

KoHuenuua «besonacHocTb B apxutekType, 6€30MacHOCTb N0 YMOUAHMIO» NpeaAnonaraeT A0NroCpPoYHble
TEXHWUECKINE YCUNNA, HaNpaBNeHHbIE Ha TO, UTobbl B NporpaMMHoe 1 annapaTHoe obecneueHue
BCTpauBanuch 6a3oBble anemMeHTbl besonacHocT. bonee Toro, KOHUENLUMA 0XBATbIBAET CTOMb K€ CNOXHYHO
3alauy obecneyeHna JOCTYNHOCTM N BOCTPebOBaHHOCTN 3TUX 6330BbIX 3/1EMEHTOB Ha PbIHKE.

Y1060 noAA€pPXaTb HalWln TEXHONOTNW, KOMNAHNA Axis obbeanHunna koHuenumio «besonacHocTb B
APXNTEKTYPE, 6e3onacHoOCTb Mo ymMmonyaHuto» ¢ HaunoHanbHom CTpaTEFMCVI KVI6Cp6C3OI'IaCHOCTVI,
p€ann3oBaB cneaytowne (i)YHKLI,VII/IZ

® 3anpoc naponA
® lHavkaTop HaAeXHOCTM NaponA

¢ LludposaHne no npotokony HTTPS

CranpapT 802.1x
® Ynanenubit goctyn OTKITHOYEH (npoxoxaexne NAT)

6 PYKOBOACTBA M MHCTPYMEHTHI (IIPOLIeCChI
ITOCTABIIIMKOB)

Koraa neno kacaetca obecneyeHmA 6€30MacHOCTYN CETH, OpPraHNU3aLMK YacToO PeanunsyoT HECKObKO
TEXHWYECKMX CPEACTB KOHTPONA, UTOObl CO3AaTh «MHOTOYPOBHEBYIO 3aLLMTY», KOTOPaA NOMOraeT CBECTM K
MUHUMYMY €AMHble TOUKM 0TKa3a u yAa3BuMocTu. OAHAKO eCTb BaXHbIN MPOLECC, KOTOPbIA YacTo ynyckalT
13 BUAY, — «yCUNEHNE 3aLLNTbI CUCTEMbI, KOTOPOE BKIOUAET B ce6A BHECEHWNE U3MEHEHWIT B HACTPOIKY
CUCTEMbI N0 YMOMYaHUI, YTObbI cucTeMa bbina HaZexHee 3almiieHa oT yrpo3 MH(OPMaLNOHHO
6e3onacHocTu. Kpome Toro, 3TOT NpoLecc NOMOraeT COKpaTUTh KONUECTBO BHYTPEHHUX YA3BUMOCTEN,
CYLLECTBYIOLIMX BO BCEX CUCTEMAX.
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6.1 PYKOBOACTBO no yCUne€Hun 6esonacHoCTM npon3BoAacCTBa

[inf BCex MOAK/IOUEHHbIX K CETW yCTPoncTB (pabounx cTaHUMi, CepBepoB U T. N.) AOMKEH BbiTh
npeaycMOTPeH NpoLecc ycuneHna 6e3onacHocTi cuctemMbl. [TockonbKy Kaxablii Npon3BoanTenb 3HaeT
KOH(pUrypaLmio CBOE CUCTEMbI, Kak HUKTO APYroM, OH AOMXEH HECTN OTBETCTBEHHOCTb 3@ NpeAoCTaBneHmne
napTHepaM 1 Nonb3oBaTeNAM Bceil Heobxoanmoin HGopMaLmMn AnA 3alunTbl LENOCTHOCTU NX YCTPOICTB 1
ANA YCTAHOBKMW 3TUX YCTPONCTB y KOHEYHOro nonb3oBaTend. PykoBoacTso no ycunenuto 6e3onacHocTm
AOMXHO CoAepxaTb TEXHUYECKINE COBETbI ANIA BCEX, KTO 3aHUMAETCA pa3BepTbIBaHNEM peLIeHU AnA
OXpaHHOro BuAeoHabnwoaeHuAa. B pykoBoacTse AomkHa 6bITb onpeseneHa 6a3o0BaA KOH(Urypauna, a Takxe
npeaocTaBneHa ucyepnbiBatolan MHopMaLumna 0 TOM, kak 60pOTbCA C BO3HUKAIOWMMU Yrpo3amu.

B npoekTupoBaHnu, pa3paboTke 1 TECTUPOBAHWUM CBOWX YCTPOWCTB BCE NMOCTABLLMKM AOSIXHbI MPUMEHATb
nepesoBoii onbIT B obecneyeHun knbepbesonacHOCTM, NO3BONAOWNA CBECTN K MUHUMYMY BO3MOXHbIE
N3bAHbI, KOTOPbIMWU MOTYT BOCNONIb30BaThCA 3N10yMblneHHNKN. OAHAKO ANA 3aWNTbI CETH, YCTPOCTB

1 CEPBMCOB, KOTOpPbIE OHa MOAAEPXNBaeT, TpebyeTcA aKTUBHOE BOB/EUEHME BCEX YUYACTHUKOB LEMNOUKM
MoCTaBKK BNOTb 0 KOHEYHOrO 3aKa3umka. besonacHoCTb ceTeBON cpeabl 3aBUCUT OT NoJsib30BaTenen,
TEXHONOrnYecknx npoueccos u obopyaosaHnA. KauecTBeHHOe pPyKOBOACTBO MO ycuaeHUto 6e30nacHoCTu
LONXHO cnefosaTh Bepcum 6.1 pykoBoacTBa no uHcopmaumoHHom 6esonacHoctu CIS Controls, paHee
3BECTHOrO Kak «Ton-20 caMbIX BaXHbIX 3aWMTHbIX Mep MH(DOPMALMOHHON H6€30MacHOCTUY aMEPUKAHCKOro
nHctuTyTa SANS.

6.2 YnpaBneHue ycTpoilcTBamu

[ncneTtuep ycTpolcTB — 3TO NI0OKaNbHbIN MHCTPYMEHT, KOTOPbIl 0becneunBaeT NPoOCTON SKOHOMUYHbIN

1 6e30nacHbIN cnocob ynpaBneHWA NOAKMOUYEHHbIMM yCTPONCTBamMu. [1nA yCTaHOBLLMKOB M CUCTEMHBIX
aAMWHWUCTPATOPOB ANUCNeTyep ABAAETCA BbICOKO3(h(EKTUBHbBIM CPEACTBOM PELUEHNA BCEX OCHOBHbIX 3ajau,
CBA3aHHbIX C YCTAHOBKON, obecneyeHnemM 6e30nacHoCTM 1 06CnyxMBaHMEM YCTPOMCTB.

NHBeHTapu3auna ycTpoicTB/cucTeMa ynpaBneHna akTuBamiA:
® [lonnTnka ynpaBneHnA yYeTHbIMU AaHHBIMW W NaponAMU
® JdpexTuBHaA ycTaHOBKA 0OHOBMEHMIA NPOLIMBKA N NMPUNOXEHNT

¢ [IpumeHeHune cpeacTs ynpaeneHua knbepbesonacHocTblo — ynpasneHue HTTPS v 3arpy3ka
cepTucpnkaTos IEEE 802.1x, ynpaBneHue yueTHbIMU 3aNnMCcAMN 1 NapoNAMU

b YHpaBneHme XW3HEHHbIM UNKNOM CEpTI/ICbI/IKaTOB — ynpasneHne BCEMN OCHOBHbIMW 3aia4yaMin No
YCTAaHOBKE, obecneueHunto 6e3onacHoOCTL U 3KCnayaTaunmn

¢ [lpocTaa n 6biCTpaA HaCcTPOIka HOBbIX YCTPONCTB — HACTPOIKa PE3ePBHOIO KOMUPOBAHMUA W
BOCCTaHOB/IEHMA

¢ [loaxoanT AnA cucTem Ha obbekTax nobbix pa3MepoB — 3TO MOXET 6bITb CUCTEMa BuAeoHabnoaeHMA,
YCTaHOB/NI€HHAA KaK Ha OAHOM OXPaHAEMOM obbekTe, Tak U Ha Heckonbkux obbekTax

6.3 [lpo6nembl, cBasaHHble ¢ OEM- u ODM-npounssoautenamu

Mpoun3ssoanTenn opuruHanbHoro obopysosatua (OEM) nepenpoaatoT NposyKumio Apyroit KOMNaHUM Noa
CBOWM COBCTBEHHbLIM MMEHEM 1 TOProBoit Mapkoii. Mpon3soanTens opuruHansHoro ansaiiHa (0DM)
CaMOCTOATENbHO pa3pabaTbiBaeT 1 NPOM3BOANT NPOAYKT, @ 3aTeM NPOAAET €ro Apyroil KOMNaHuN, KOTopaA
NpoZaeT ero noj CBoeil TOProBoii Mapkoi. Takne NPon3BOANTENN NO3BONAIT KOMNAHWAM 3aHATLCA
N3roTOBNEHNEM TOBAPOB, HE OTKPbIBAA pPeanbHOe NPON3BOACTBO.
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PeweHne npoussosutenen ocywectenats OEM- unu ODM-npoun3soacTBO NpoAyKTa Apyroro nocTaslinka
NMeeT MHOro nntocoB. Bo-nepBbix, Tak ycTpaHAOTCA Nobble NPON3BOACTBEHHbBIE PUCKM W 3aTpaTbl, U
OpraHM3aunA MOXeT COCPEeAOTOUNTLCA Ha MPOAAXAX U MAapKeTUHre. ITO OAHA N3 OCHOBHbIX MPUYMH,

no KOTOPOW MHOTMe NPOU3BOAUTENN KaMep B MHAYCTpun 6e3onacHocTyn 3aHumatoTea OEM- nnn
ODM-npousBoacTBOM cBOel (hupMeHHOR npoaykumu. o umetowmmea ceeaeHnAM, 96 NOCTaBLLMKOB
npoaatoT OEM- nnn ODM-kamepbl, Ha camMoM Aene Npon3BeAeHHbIe APYriiM NOCTaBLMKOM.

Takaa cuTyaunA CO34aeT HECKONbKO NPO6NEeM, U OAHA M3 CaMbiX OUEBUAHbLIX — Npobnema
knbepbesonacHocTy. Ecnm oanH Npon3BoanTENb BbIMYCTUT MPOAYKLMIO C YA3BUMOCTbLI, 3TO MOXET
MOBANATL HA BCEX OCTaNlbHbIX TOProBbIX NOCPEAHUKOB 1 NAPTHEPOB NO BCEIi LENOUKe NoCTaBoK, a
TaKke 3aTPyAHMTL obecrneueHne ee nNonHoii npospauHocTu. [pu 3HaunTensHom konuuectse OEM-
n ODM-npon3BoanTeneil KOHeUHbIA NOAb30BaTENb, MPOABUBLLIMIA AOMKHYIO OCMOTPUTENBHOCTb U
0TKa3aBLNACA OT TEXHOMOMMNIA ONPEAENEHHOr0 NPOU3BOANTENA, MOXET HEBOJIbHO UCMOb30BaTh TN
TEXHONOrNK nog ApyriumM 6pPeHAoM, COBEPLUEHHO 3TOr0 HE 0CO3HABaA.

6.4 MukponpoueccopHbii unn

OLIEBI/I,CI,HO, UTO CTaHAAPTHbLIE MUKPOMPOLECCOPHbIE YMbl, YCTaHAaBNNBAa€MbI€ B YCTpOVICTBa, CTAaHOBATCA
MWLWEHbIK XaKEpPOoB, N NP 3TOM O6H3py>KVIBaCTCFI MHOXXECTBO YFI3BI/IMOCTCI7I. 0OaHa 13 0CHOBHbIX npnynH
3TOro — MaCLIJTa6I/|pyeMOCTb, KOTOPYK OHWN CO34al0T 3a CYET €ANHCTBEHHON BbIABNEHHON YA3BUMOCTN.
HenaBHune npnuMepbl BKAKYAOT ownbku Meltdown n SpCCtFEI AB€ CBA3aHHbIE aTaku NO CTOPOHHNM
KaHasiaM Ha COBPEMEHHbLIE MUKPONPOLECCOPbI. 3Tn YA3BUMOCTIN NO3BONAKT NONYYNTb He3aKOHHbIN 40CTYyn
K AdHHbIM C NCNONb30BaAHNEM HENPUBUNETMPOBAHHOIO KOAa.

YA3BMMbIMN (B TOW WAN MHOWM CTeNeHun) okas3anoch 60/bWIHCTBO YCTPONCTB, OT CMapT(OHOB A0
060pys0BaHNA B LeHTpax 06paboTkn AaHHbIX. OCHOBHbIE MOCTABLLNKI ONEPaLMOHHbIX CUCTEM BbIMYCTUIN
ncnpaBneHMA, KOTOPbIE YCTPAHAIOT 3TN NpobiemMbl, XOTA HEKOTOPbIE YaCcTW MCNpaBNeHN Heobxoanmo
ycTaHaBnuBaTb Yepe3 OEM-npon3soanTena, NockoNbKy OHU COAEPXaT NNaT(hOPMO3aBUCUMbIE INEMEHTbI.
HaunonanbHbin ueHTp knbepbesonacHoctn (NCSC) pekomeHAyeT BHOCUTbL UCTIPaBAeHUA Kak MOXHO CKopee.

6.5 CrpaTterua 3awmTbl NPOLINBKM

[MpowmBka ¢ uMpoBOI NOANNCHIO MEET BaXHOE 3HAUEHNE 1A KOHEUHbIX MONb30BaTENEN 1 CHUXAeT
HEKOTOpbIe MOTeHLMaNbHbIE PUCKI B3/IOMA YCTPOWCTB HA 3Tane 0orucTuky u/unm pacnpocTtpaHenus. Mpn
pacnpocTpaHeHnn K npolnBeke A0b6aBNAETCA NOAMMCH, KOTOPYIO MHOTAA Ha3biBaloT xewem. [1poueccop
BbluMCAAET COBCTBEHHbIN XL W 3arpyxaeT TONbKO TOT 06pa3 NpoLInBKY, XEL KOTOPOro COOTBETCTBYET
xely, NOANNCaHHOMY cepTUrnKaToOM, KOTOPOMY OH AOBEPAET.

6.6 KouTponb 3a yassumoctamu

Mpononxatowmiica pocT KnbepnpecTynHOCTH N CBA3AHHbIX C HEN PUCKOB 3aCTaBAAET MHOTME OpraHu3aLmnm
yaenAaTb 6onblue BHUMaHMA MH(OPMALMOHHON 6e3onacHoCTM. YacTblo TakMxX yCUINA MO MUHUMU3ALMN
PUCKOB MH(POPMaLMOHHOI 6€30MacHOCTU A0XEH BbITh MpoLeCcC KOHTPONA 3a YA3BUMOCTAMMU, KOTOPbIN
MO3BOIMT OpPraHn3aLnmn NOCTOAHHO NOAyYaTh MHOPMaLMIo 06 YA3BUMOCTAX €€ MH(hOPMALIMOHHON CPeAbI 1
CBA3AHHbIX C HUMM puckax. ToNbko NyTeM BbIABNEHUA U YCTPAHEHNA YA3BUMOCTel B MH(OPMaLNOHHOI
cpede MOXHO NPeAoTBPaTUTb MPOHUKHOBEHWE 3M10YMbILWAEHHUKOB B CETW W Kpaxy WH(opmaumm.

BaxHo, uTobbl Npon3BoAMTENN 06ECEeUnBaNM KOHTPOb 33 YA3BUMOCTAMM, BK/IOUAA MPOLECCHI
06HapyXeHMA 1 YyCTPaHEHMA YA3BUMOCTEN BO BCEX CUCTEMAX, @ TAaKXKe NpesoTBPaLLEHMA NOABNEHNA HOBbIX
YA3BMMOCTEN BO BPEMA NPOLECCOB Npeobpa3oBaHnii U pa3BepTbiBaHMA HOBbIX cucTeM. Bee Bonpocsl,
CBA3aHHbIE C PUCKOM, MPUHVMAEMbIM NOCTABLUMKOM, AONXHbI JOBOAUTLCA 0 CBEAEHMA U COMNACcOBbIBATbLCA
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C KOHeYHbIM rnonb3oBaTenem. Ecnu He p€ann3oBaTb 3TOT NPUHUMNWM, 3TO0YMbIWNEHHUKN MOTYT NCMOJIb30BATb
YA3BUMOCTHN B CUCTEMAX AJs1IA NPOBEAEHWNA K|/|6epaTa|< Ha NpeaAnpnATNE N €ro NOCTaBLLNKOB.

ObHoBneHua ans ncnpasneHnAa YFI3BI/IMOCTCI7I AOJDKHbI YCTaHAaBINBATbCA CBOEBPEMEHHO N TOJNIbKO
NnocpeacCTBOM YTBEPXAEHHOI O nNpouecca, yTOobbI NPEAoTBPaTUTDL nobsble HapyweHnA 6e3onacHocTu. Ecnm no
kakon-nnbo NPNYNHE CUCTEMbI NOCTABLLNKOB HE MOT'YyT 6bITb 06HOBNEHbI, HEOBX0AUMO NPNHNMATb MEPbI
ANnA 3aWNTbl YA3BUMbIX CUCTEM. Bce nameHeHmAa gonxHbl npon3soAnNTbCA B COOTBETCTBUN C I'IpVIHFITOI?I
MNOCTaBLWNKOM I'IpOLI,G,CI,ypOVI ynpaBneHnAa N3MEHEHNAMN.

6.7 YBepomneHua ¢ pekoMmeHaaumammu no 6esonacHocTy

PexomeHzaunm no 6€30nacHOCTM NOMOratOT CHU3NTb PUCKK, CBA3AHHbIE C M3BECTHLIMMW YA3BUMOCTAMU.
PexomeHzaunm no 6e30nacHOCTM MOryT CCbINATbCA HA OhULMANbHbIN 0BLWKNIA NepeyeHb YA3BUMOCTEN W
puckos (CVE) nnan apyrue otueTbl 06 yA3BUMOCTAX 1 BK/IOUAKOT ONUCAHNE YA3BMMOCTY, OLEHKY PUCKOB,
COBETbI 1 MHChOpMaLWMIO O TOM, Koraa OyAeT AOCTyneH CepBUCHbIA penus. bonblwmnHcTBO Npon3soanTenei
MCNonb3ylT MOAEAb HENPAMbIX NPOAAX U MapTHEPCKYID MpPorpamMmmy.

YBeaomneHua ¢ pekomMeHaaumnAaMmn no 6e30nacHoCTW NO3BONAIOT KANEHTAM, HE 3aperncTpupoBaHHbIM

B NapTHEPCKOM NporpaMMe Npou3BOANTENA, NOAyyaTb COOTBETCTBYIOLINE YBEAOMIEHUA O
kmbepbesonacHoCTy Npu NepBoii e BO3MOXHOCTM U NpK NX Nepesaye no kaHany. 3TO BaXHbIN MHCTPYMEHT
ANA KOHEUHbIX NONb30BaTeNeld, Y KOTOPbIX YCTaHOBNEHO 060pYAOBaHNE, HO Y KOTOPbIX HET AOroBopa C
KOMNaHuen, KoTopaA U3HauyanbHO NPON3BENA YCTAHOBKY.

6.8 Mogaenb Building Security in Maturity Model (BSIMM)

BSIMM (Co3aaHune 6e3onacHocTi B 3penoii Moaenn) — 3To Moaesb U3MepeHua 6e3onacHocTy
MporpaMMHOro obecrneyeHns, Co3aaHHanA AfA TOro, YTobbl MOMOYb OpraHn3aUMAM CPaBHUTL CBOIO CUCTEMY
obecneueHuna 6esonacHoctu M0 ¢ apyrumn cuctemamun. BSIMM nomoraeTt oueHuUTb npouecchl, AeNcTBuA,
ponu 1 06A3aHHOCTN B cneayowwmnx obnacTax:

¢ [IpoBepka NpoLeCccoB NPOEKTUPOBAHUA U apXUTEKTYPbI
* [lposepka koaa
¢ [IpoBepka Ha Hannume N3BECTHbIX YA3BMMOCTEN

b 3anycn< CTaHAAPTHOr0 NHCTPYMEHTA CKaHUPOBaHNA YFI3BI/IMOCT€I7I, KOTOprI7I MOXET HaxoAnTb
YA3BUMOCTHN 13 obuiero nepeyHA YFI3BI/IMOCT€I7I N puckos (CVE) B NakKe€Tax C OTKPbITbIM NCXOAHbIM KOAOM

6.9 JlonrocpouHasa noaaepxka

ﬂ,onrocpquaﬂ noAAepXKa — 3TO NONMNTUKA yNPaBNeHNA XU3HEHHbIM LMKNOM NPOAYKTa, npu KOTOpOI7I
cTabunbHas BEpPCKA NporpaMMHOro obecneueHun noaaepXxnBaeTcA Aosiblle, Y€M CTaHAAPTHAA BEPCUA. B
paMKaX nporpamMmmbl ,ﬂ,OﬂFOCpOHHOI?I NoAAEPXKN NPOWMNBKN KNNEHTbI NOJIy4atloT TOJIbKO NCnpaBneHna anAa
obecneueHus ctabunbHoCTH, npon3BoANTENIbHOCTU 1 6esonacHocTy 0. MocTaBLmkm NPEeAOoCTaBNAKT
nporpammy ,qonrocpouHon noAAEPXKN NPOWMNBKKA Ha CPOK 40 10 netT ¢ MOMEHTa BbIBOAA YCTpOVICTBa

Ha PbIHOK.

OxwupaeTca, uTo NporpaMmma A0AroCPOUHON NOAAEPXKM BYAET CyLECTBOBAThL NapafieNlbHO, HO HE3aBUCHMO
OT AENCTBYIOLLEH aKTUBHOW NOAAEPXKIN NporpaMmMHoro obecneueHna. OLHO M3 KOUYEBbIX MPENMYLLECTB
LO/ITOCPOYHON MOAAEPXKN — BO3MOXHOCTb COXPAHUTb MHTErPaLMIo C TPETbUMU CTOPOHAMM, MEIOWMMK
OTHOLLUEHNE K UCXOAHON BEpCUU NPOLIMBKM.
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6.1006yueHne U coTpyaAHNUYECTBO

OaHa 13 KnyeBbIX 06ﬂaCTEI7I, KOTOpPYK CneayeT yunTbiBaTb Npn Bbl60p€ noboro nocrasLinKa
TEXHOHOFMVI, — 3TO NPEAOCTaB/€HNE UM 06yLIeHVIF| N NoAAEPXKN. Mo MEpE N3mMEHEHNA I'IpO6l'IEM, Cc
KOTOPbIMW CTANIKUBAKOTCA KaHan n 0Tpacib, ocobeHHO B 0bnacTu KI/I6€p6€3OI'IaCHOCTI/I, Nnpon3BoANTENAM
CneayeT CTpEMUTbLCA K 3a(5narospe|v|eHHO|v|y MOoncky peLlJﬁHI/II7I n obecneunBaTb PbIHOK HeobXxoANMbIMM
MaTe€puanaMn N KOHTEHTOM. anIMCpr Takon NoAAEPXKN:

® becnnaTHble OUYHbIE KypCbl MO kubepbesonacHoCTy

e OHnalH-TpeHnHr no knbepbesonacHoCTy

® QOHnanH-TecT No knbepbesonacHoCTH

® PykoBoacTBO Mo ycuneHuo 6e3onacHocTy

® [lonuTnka KOHTPONA 3a YA3BMMOCTAMM

* [lepenosoi onbIT B obecneyeHmn knbepbesonacHocTm

® ba3oBble NOHATUA 1 TEPMUHbI KVI6Cp6€30I'IaCHOCTVI

7 Cospanyue KM6eprurMeHmn4YecKkoro npoduas:
AQABHEHMIIIME LIAry ¥ COOOpaxKeHMUs

KauecTBeHHaa kubeprurneHa BknoyaeT B ceba naeHTudmkaumio, NpropnTM3aLmnio n pearnpoBaHne Ha
PUCKW, CBA3AHHbIE C KIOUEBbIMMW YCIyraMn U NpoAyKTamn opraHnsaunn. BHeapeHue nepesoBoro onbiTa

B 0bnacTn KnbeprurneHbl NOMOXET NPeAOTBPaTUTb YTEUKM AaHHbIX U HENPaBUAbHYIO KOH(Urypaumio
CUCTEMbI, @ TaKXe MUHUMU3NPOBATL CBA3AHHbIE C 3TUM pUCKU AnA busHeca. Takxe BaXHO 3apyunTbCA
COrMacnem 3auHTEPECOBaHHbIX CTOPOH MO Haubonee BaxHbIM 061acTAM yrpo3, uTobbl COCPEAOTOUNTLCA Ha
OCHOBHbIX LENAX YNpaBNeHNA pucKamu.

XoTA 34ecb NPEACTAB/EH AaNeko HE MCYepnbIBAOLWMIA CNCOK, chedyoline coobpaxeHna nomoryT
noBbIcMTb 3hheKTUBHOCTb 60pbObI € KMbEPYrpo3amu.

7.1 MNocTtaswmkn
MpoBepka peructpaumn n ceptudukaTos

MpoBepAliTe COOTBETCTBYIOWNE PErUCTPALIMOHHbIE CBUABTENbCTBA W cepTudnKaThl: Hanpumep,
3anpalimBanTe NOATBepxAeHNe cooTBeTcTBMUA cTaHAapTam ISO 9000 u apyrux cepTncmkaToB KayecTBa.
YcTaHoBWTE, NpeAHasHauyeHa N NpoAyKLMA NoCTaBlLvKa ANA UCNONb30BaHNA B KOPNOPAaTUBHON CETU.

I'Io.qTBepx(.qume ncnonb3oBaHUA NEPEAOBOro onbiTa

yﬁe,ﬂ,MTCCb, yTo Bbl6paHHbII7I NOCTaBLWMK MOXET NPOAEMOHCTPNUPOBATDL I'ICpﬁ,Cl,OBOI?I onbIT B 0bnactu
KVI6Cp6C3OI'IaCHOCTVI. OH ponxeH npe€aoCTaBUTb PYKOBOACTBO MO KVI6€p6€30I'IaCHOCTVI, B KOTOPOM OMucaHbl
MeEpbl CbVIBVIHCCKOI?I n KVI6€p6€3OI'I3CHOCTVI, a TakKxe I'ICpC.CI,OBOVI OonbIT MO 3aWNTE CETHN.

Ay,D,I/IT NoCTaBLiINKa

[Tpexae uem bpaTb Ha ceba kakme-nmbo obA3aTeNbCTBA NO NOKYNKE, MPOBEANTE TLATENbHbIN ayanT.
[TpoBepbTe ycnoBMA 3aKOUEHNA CAEGNKN, UTOObI YBeANTLCA, UTO OHUM ACHbI U Npo3payHbl. C MHAHCOBOI
TOUKW 3PEHMA BAXHO Yy3HATb Y NOCTaBLLMKA, UTO OYAET C NPOAYKTOM 1 MOALEPXKKON, €CN Y KOMNaHNK
BO3HMKHYT npobnembl.
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OI'IpE.D.EJ'IeHVIE pecypcoB AnAa NOCTOAHHOM noAAEPXKHN

BbiAcHMTE, €CTb M Yy NOCTaBLLMKA PECYPChI ANA NPOAOIXKEHNA CO3AaHMA PELIEHNIA, KOTOPbIE, N0 BaLleMy
MHEHWI0, BaM NoHagobaTcA B byaywem. Ybeantech, UTo NocTaBLWKUK nmeeT HeobxoanMblin MmacluTab, oxsaT
1 BO3MOXHOCTM, UT0ObI yunTbIBaTh Bawm TpeboBaHuA B byaywiem.

Onpeaenenune 6yaywmnx notpeb6HocTen 6UsHeca

CocpenoToubTech Ha cBOMX NOTpebHOCTAX B byaylieM. VIHTennekTyanbHble YCTPOICTBA M PELLeHNA MOryT
YNy4WUThb U NOATOTOBUTL Bu3Hec k byaywemy, No3ToMy, 3akiouan cornaweHna ob obenyxneaHum u
MOCTOAHHOI NoAAEPXKe, Bbl LOMXHbI 6bITh YBEPEHbI, UTO NOCTABLLNK ONPABAAET WM Aaxe NpeB3onaeT
BallL OXMAQHUA.

TpeboBaHne NpoBepKN 3TUUYECKMX HOPM BeAeHWA bBusHeca

MpoBepbTe Hanuume yCTONUNBON AENOBON NPaKTKK ¢ cobntoaeHnem 3Tuyeckux Hopm. CoTpyaHUuecTso,
OCHOBAHHOE Ha B3aWMHOM JOBEPUN 1 0BLWMX LEeNAX, — 3TO NMPOYHbLIA (hyHAAMEHT ANA AONTOCPOUHbIX
OTHOWeHNA. [leRcTBYIOT NN y NOCTABLUMKA CUCTEMbI KOMOMMYECKOr0 MEHEIXKMEHTA, NPOrpaMmMa
KOpMNopaTUBHOW COLMANbHON OTBETCTBEHHOCTM 1 NOAUTMKA 3TUUECKOro Bbibopa NocTaBLLNKOB?

7.2 [lpoayKTbl N cuCTeMbl
I'IposaneHme .D.Ol'l)KHOﬁ OCMOTPUTEJIbHOCTH

npOBe,ﬂ,I/ITe TeXHUUYecKui ayanT CNCTEMbl N €€ OCHOBHbIX 2N1€MEHTOB, yTObbI yﬁe,ﬂ,l/ITbCFI B €e
BCbeEKTI/IBHOCTI/I N OTCYTCTBUN kKakux-nn6o CbaKTOpOB, KOTOpbl€ MOTryT NOB/INATL Ha €¢ beHKLI,VIOHI/IpOBaHI/IE.
Y6eautech B AOCTYNHOCTN N YETKOM N3M0XEHNN I/IHCbOpMaLI,I/II/I Mo OUEHKE N CHUXEHWNIO PNCKOB.

MpoBepka foroBopa Ha TexHUUYeckoe obenyxuBaHue

npOBCprC, YTO BXOAUT B A0Or0BOP, Hanpunmep BKAKYAET N AOFOBOP Ha CEPBUCHOE N TEXHNYECKOE
06Cﬂy>KVIBaHVIC obHoBnEHME nporpaMmMHoOro obecneueHuna un NPOLWnNBKN.

3aWwmnTa NOAKMIOUEHHbIX YCTPONCTB

YbeauTech, uTo Balla ceTeBan cuctema usnueckon 6e30nNacHOCT HaaexHo 3awmwera. Cuctemsl
OXpaHbl CeLyeT pa3BepTbIBaTh C yUeTOM knbepbe3onacHocTyn, B TOM YNC/IE C BO3MOXHOCTbBIO U3MEHEHNA
VMEHU NONb30BaTENA U MApONA Mo YMOAYAHWIO, YCTAHOBKN HOBELLEN BEPCMI MPOLMBKY, MCNONb30BaHUA
wndpposanna (B naeane HTTPS) n oTknoueHNA yAaneHHOro AocTyna.

3anpoc 3aABneHNA 0 6e30MacCHOCTU apXMTEKTYPbl CUCTEMbI

MocTaBuwmk AonxeH BbITb FOTOB NPEAOCTaBUTb BaM 3aABeHME 0 6e30MacHOCTI apXUTEKTYpbl CUCTEMbI B
kayecTBe JoKa3aTenbCcTBa Knbepbe3onacHOCTN CETEBbIX YCTPOICTB.

OueHka u HTENNEKTYAaNIbHOCTU CUCTEMDI

MonHoCTbIO NHTENNEKTYaNbHbIe ceTeBble ycTpoicTBa nmetoT MAC-aapec, 06beanHEHbI B CETh 1
COCTaBNAIOT HEOTBHEM/IEMYIO YaCTb apXUTeKTYpbl cucTembl. YeTpoicrsa b6e3 MAC-aapeca He ABnAOTCA
WHTENNEeKTYaNbHbIMU, X HENb3A UHANBUAYANbHO NAEHTN(ULNPOBATD, 3aWMTUTb U MU HENb3A YNPaBAAT.

OueHka cooTBeTcTBuA O6Wwemy pernameHTy o 3awmTe aaHHbix (GDPR)/3akoHy 0 3awmTe AaHHbIX

PernamenT GDPR BeTynun B cuny B 2018 roay BmecTe ¢ 06HOBMEHHbIM 3aKOHOM 0 3aluTe AaHHbIX 1998
roga. Ybeantech, UTo NPOAYKTbI M CUCTEMbI NOAAEPXMNBAIOT BO3SMOXHOCTb Cobnt0AeHMA 3aKoHa 0 3awuTe
AaHHbIx 2018 roaa u GDPR.
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O xoMmnnaumumy Axis Communications

KomnaHuna Axis BHOCMT BecoMblIii Bknaz B hopmupoBaHue 6onee pasymHoro n 6esonacHoro mupa,
paspabaTbiBaA W BHeAPAA CETEBbIE PELEHNA, KOTOPbIE HE TOMbKO CMOCOBCTBYIOT MOBLILIEHNIO
6€30MacHOCTW, HO 1 OTKPbIBAOT HOBbIE NMYTW BeAeHUA Bu3Heca. 3aHWMaA B OTpacau BeAylne
nosuumn, komnaHuA AXis NOCTaBNAET NPOAYKLMIO M OKasblBaeT ycayrn B cchepe CETeBOro
OXPaHHOrO BWAEOHAOMIOAGHNA W aHANUTUKW, KOHTPOMA [OCTyNa, CETEBbIX AOMOKOHOB W
3ByKOBOro conpoBoxaeHnA. Cabiwe 3800 cneunanuctos komnaHum Axis TpyaATca bonee yem B
50 cTpaHax Mupa, BMECTE C HalWMMW NapTHeEpamMu pa3pabaTbiBan W BHEAPAA PELUEHUA CTOALNX
nepes Hawumu knmeHTamu 3agad. Komnanua Axis 6bina ocHoBaHa B 1984 roay. LUTab-kBapTupa
KoMnaHun HaxoauTtcAa B ropoae JlyHa, LLseuna.

Bonee noapobHyto nHdopmaumio o komMnaHum Axis MOXHO HalTU Ha Halem Beb-caiiTe axis.com.

®
©2021 Axis Communications AB. AXIS COMMUNICATIONS, AXIS, ARTPEC n VAPIX ABnAtoTCA 3aperncTpnpoBaHHbIMN
TOBapPHbIMI 3HakamMu komnaHuy Axis AB B pasnnuHbIx topucankumnax. Bee octanbHbie ToBapHbie 3Haku ABAANTCA ‘
COBCTBEHHOCTbIO COOTBETCTBYOWMX Brasenbues. Mbl ocTaBnAem 3a coboil npaBo BHOCUTb W3MeHeHWA 6es3
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