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Introduction

Using the steps in this document you will be guided through the possibilities
of setting up specific action rules for relevant scenarios when it comes to
access control in AXIS Camera Station Secure Entry.

Prerequisites
AXIS Camera Station 5.39 or higher
AXIS A1601 10.7.0.2 or higher.

Please note that Axis doesn't take any responsibility for how this configur
your system. If the modification fails or if you get other unexpected res
to restore the settings to default.
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Use Case 1: Arming/Disarming intrusion panel with a specific PIN

There is a possibility to connect to an intrusion system with for instance the relays of a A91
series with specific PIN-codes for arming and disarming.

For this example, we will have one specific door (Intrusion control) with separate card reader
with keypad configured for managing the arming and disarming.

Name Door controller Side A Side B Identification profile
- | Main entrance Dev_1601 = - Card and PIN
I ntrution control Dev_1601 PIN

Step 1 — Make arming and disarming cardholders with different PIN Credentials.
Create cardholders with one separate PIN each. One for arming and one for disarming.

*X New cardholder Add

S cardholder

First name

Intrusion

Last name

Arming

Cardholder ID

int-arm

@D NewPIN

1066 )

[w)
=
@
i
]
-
=

Set a separate PIN for cardholders to use in a duress situation

Cancel Add
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X New cardholder m

S cCcardholder

Eiret name

Intrusion

Disarming

dholder ID

int-dis

BN New PIN

1646 S

ace PIM

Set a separate PIN for cardholders to use in a duress situation
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Add the Cardholders, the “Intrusion control” door and the schedule “Always” to a new access

rule;

* New access rule m

Access rule

Intrusion

D Schedules

Name

Always

a Cardholders awm Groups

Name

Intrusion Arming

Intrusion Disarming

|] Doors im..i Zones

Name

Intrution control

Step 2 — Create an arming rule.

Go to Configuration = Recordings and events = Action rules and create a new rule.

Add Trigger 2 x
Trigger Description
Motion detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used
if no other trigger is applicable.

AXIS Cross Line Detection
System Event and Error
Input/Cutput

Action Button

AXIS Entry Manager event
External HTTPS

Help OK Cancel

Select device event.



Create Device Event Trigger - = &
Configure device event trigger
Device: Dev_1601 -
Event: Access request granted -
Trigger period: 0 seconds
Filters
Door side: Intrution control Side A~ | %
Door name: Intrution control - '
Entered PIN code: 1066 |
[ I PR ™
Activity:
Help OK Cancel
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Configure the trigger as an Access request granted with the filter on the specific arming PIN

configured earlier.

Add Actian CRX
Action Description
Record | Define the state of an ocutput to

perform a specific task, for example, an
Raise Alarm 5
output connected to a switch could be
set to open a door.
Send E-mail
Live view
Send HTTP Notification
AXIS Entry Manager
Send mobile app notification

v
Arcecs Contrnl

Help OK Cancel

Select Set Output as the action.

Create Output Action Y X
Port and new state
Output port: Output 1 -
State on action: | Active -}
[ pulse
Help oK Cancel

This could be a relay of a A91 series device or an output of any Axis camera that is connected to

the intrusion system to control it.



Step 3 — Create an disarming rule.
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Repeat the last step, but with the disarming code and deactivating the output.

Create Device Event Trigger - = &
Configure device event trigger
Device: Dev_1601 -
Event: Access request granted -
Trigger period: 0 seconds
Filters
Door side: Intrution control Side A |~
Door name: Intrution control - l
Entered PIN code: 1644 |
[ P M
Activity:
Help oK Cancel
Create Qutput Action 2 X
Port and new state
Output port: Output 1 -
State on action: | Inactive v
[ pulse
Help OK Cancel

Bonus step — Create rule to lock down doors when intrusion system is armed.

You can also create a rule that locks down the main entrance when the intrusion system is
armed. This requires a wire connected to an input on a Axis device, like the A91 series.

Add Trigger ? x
Trigger Description
Motion detection This type occurs when there is an

incoming alarm from an |/O. This could
be from a device connected to an /O,
for example a door, switch or smoke
detector.

Active Tampering Alarm
AXIS Cross Line Detection
System Event and Error
Device Event

Action Button

AXIS Entry Manager event
External HTTPS

Help OK Cancel

Select the Input/Output trigger
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Create IfO Trigger X
Trigger port and state
I/O port: {Input 1 -
Trigger state: | Active -
Trigger period: 0 seconds

Help oK Cancel

Trigger on when input 1 is active.

Add Action

Action Description
Record A Actions for Access Control
Raise Alarm
Set Output
Send E-mail
Live view
Send HTTP Notification
AXIS Entry Manager
Send mobile app notification

pcoess oo 8

Help oK Cancel

Create an action for Access Control

Create Access Contral Action  * =
Access Control
Action: | Door actions -
Configure action
Door Main entrance v
Action i Lockdown -
Help oK Cancel

You also need to create the inverted rule for when the intrusion system is not armed.

Create I/O Trigger X
Trigger port and state
1/O port: Input 1 -
Trigger state: || Inactive .
Trigger period: 0 seconds

Help OK Cancel
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Create Access Control Action © %

Access Control

Action: | Door actions v|

Configure action
Door |Vault v|

Action i Back to default ~

Help OK Cancel
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Use Case 2: Security staff mobile notification on door alarm

This rule is to setup a rule that sends a notification to the AXIS Camera Station mobile app if
there is a door alarm like door forced open in the system.

Creating the rule.

Add trigger
Add Trigger ? x
Trigger Description
Motion detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used
if no other trigger is applicable.

AXIS Cross Line Detection
System Event and Error
Input/Output

Action Button

AXIS Entry Manager event
External HTTPS

Help oK Cancel

Select Device Event

Create Device Event Trigger e = = X
Configure device event trigger
Device: Dev_1601 -
Event: Door open too long -
Trigger period: 0 seconds
Filters
Door name: Main entrance -
Door status: \Dooropentooiong -
Activity:
Help OK Cancel

Select the AXIS A1601, the Event you want to trigger on, filter on the door name and the status.

11
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Add an action

Add Actian CRX
Action Description

Record | Send a notification to the AXIS Camera
Raise Alarm Station mobile app.

Set Output

Send E-mail

Live view

Send HTTP Notification

AXIS Entry Manager

Send mobile app notification

Access Cantral |

Help OK Cancel

Select Send mobile app notification

Create mobile app notification action E =

Message: |Dooris open to long - please investigate

Click notification and go to:

® Camera: E,ﬂ\XIS M3027 - Basement and Main Entrance
O Default

Help OK Cancel

Fill out the message and the camera that the notification should highlight for the security staff.

12
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Use Case 3: Changing PTZ camera view and start recording on door
forced open

Similar to the last scenario this guides you to create e rule to trigger on door forced open and set
a PTZ to go to a preset position and open a live view window.

Creating the rule.

Add trigger
Add Trigger ? x
Trigger Description
Maotion detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used

AXIS Cross Line Detection . . . .
if no other trigger is applicable.

System Event and Error
Input/Qutput

Action Button

AXIS Entry Manager event
External HTTPS

Help OK Cancel

Select Device Event

Create Device Event Trigger = = X
Configure device event trigger
Device: Dev_1601 -
Event: Door forced -
Trigger period: 0 seconds
Filters
Door name: Main entrance v
Door status: Forced
Activity:
Help OK Cancel

Select the controller and Door forced, filter the event on door name and status.

13
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Add Action rox

Action Description
Record ~  Navigate the live view workspace to a
Raise Alarm specific view or camera preset and

bring application to the front of open
Set Qutput windows.
Send E-mail
Live view
Send HTTP Notification
AXIS Entry Manager
Send mobile app notification
Arrace Cantral |

Help oK Cancel

Add a Live view action

Create Live View Action

Live view actions

On trigger go to:

O View:

@® Camera: AXIS M3027 - Baseme... -

Go to preset: [Home vi
O No action

Bring to front

On trigger bring application to front

Help OK Cancel

Select the PTZ (Or virtual PTZ) camera and check the preset checkbox and select the preset
relevant area, bringing the live view to the top of the application.

14
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Use Case 4: VIP or VIP group welcome message

Using this setup, a rule can be created to send a personalized message to greet a VIP entering
the premises, given that you have a network speaker or intercom by the door.

Step 1 — Upload audio clip and retrieve PlayClip-URL

Add audio clip

Name

Audio file

Choose File | No file chosen

In the web interface of the Axis speakers you can navigate to the Audio clips page and upload a
custom audio clip.

Create audio clip link

Location

fete/audioclips/alarm mp3

Volume

<
Audio CIipS -+ Add audio clip Play number of times
Name 1
’ | Camera clicks @O li, f E D Infinite
> =u Logo o 2
> nu Ring tone 1 Ll £ W
'clip.cgi?location=alarm.mp3&repeat=0&volume=100
’ [ | Ring tone 2 00 i. ﬁ ]ﬁl
’ [ | Alarm O‘D .i. ﬁ E
> H Abracadabra @o i. f E . p

Once that is done, you can easily copy the correct link to play that clip to your windows clipboard
from the web interface.

15



Step 2 — Create the rule.

Add Trigger

Trigger

Mation detection

Description

This type triggers on events from
cameras and other devices. This trigger
is for advanced users and can be used
if no other trigger is applicable.

Active Tampering Alarm
AXIS Cross Line Detection
System Event and Error
Input/Qutput

Device Event

Action Button

AXIS Entry Manager event
External HTTPS

Help oK Cancel

Add the Device Event trigger

Configure action rules for access control in AXIS Camera Station

Create Device Event Trigger = =] e Create Device Event Trigger = =l e3
Configure device event trigger Configure device event trigger
Device: Dev_1601 - Device: Dev_1601 -
Event: Access request granted - Event: Access request granted -
Trigger period: 0 seconds Trigger period: 0 seconds
Filters Filters
Door name: Main entrance | A Door name: Main entrance | A
] Entered PIN code: ] Entered PIN code:
L] Access rule: l Access rule: |V|P51 |'
Card number: 123456 |" [ card number: hd
Activity: Activity:
Help OK Cancel Help oK Cancel

Here you can either setup a rule to give a personalized greeting message to a specific person
when he or she uses their card, knowing their card number from the system. Or a Generic VIP
greeting when someone enters that is part of a specific access rule in the system.

16
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Add Action R
Action Description
Record - Send a notification to a camera, a door
Raise Alarm controller or an external web server.
Set Output
Send E-mail
Live view
Send HTTP Notification
AXIS Entry Manager
Send mobile app notification
Arrace Cantral |

Help oK Cancel

As action you select to Send HTTP Notification and paste the link you copied from the previous
state.

NOTE A current limitation in the Device interface tab from within AXIS Camera

Station is that the copied link retrieved from the speaker interface will not
have the correct IP address to the speaker. This needs to be updated to
the correct IP address for the HTTP notification to work.

17
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Use Case 5: Elevator access control (workaround)

This describes a workaround that you can apply to configure elevator access control to floors
based on Access rules before the feature is available.

Step 1 — Create relevant access rules for each floor combination

% New access rule m

Access rule

Floor1,3,5

D Schedules I
MName
Always X

& Cardholders «mm Groups H

Name

|] Doors w-..: Zones =

Name

Elevator reader X I

Firstly you need to have a door named something like “Elevator reader” that is installed inside
the elevator. Then Access rules needs to be created for each relevant floor combination that is
needed for access management, in this example we create an access rule for floors 1, 3 and 5.
Add the “Elevator reader’-door to the rule with a relevant schedule.

18
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Step 2 — Add the A9188 Relay’s to the system

BETA.

; Main entrance view Q Configuration X [l Access management AXIS AB207-VE MK...

Type to search

~ Available 1/0 ports

Reload I/O Ports
Recording method

1/0 ports Help 0K Cancel

Action rules

Under Configuration - Recording and events 21/O Ports, add the A9188'’s relay’s to the
system.

Step 2 — Create rules to trigger 10s based on access rule access.

Add Trigger 2 x
Trigger Description
Maotion detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used

AXIS Cross Line Detection ) .
if no other trigger is applicable.

System Event and Error
Input/Cutput

Action Button

AXIS Entry Manager event
External HTTPS

Help OK Cancel

Add the Device Event trigger

% Devices AN Select which I/O ports to use in action rules. Change names and set the active and inactive states.
Add devices I/O Port  Type Name Active state Inactive state
AXIS AB207-VE MK Il - Custom View
Cameras
6 = Output Door 1/0 Port Open Closed
iy Glaxiles AXIS A9161 Add /0 Port 0= Boow
Streaming profiles 1 <3 Input Input 1 Active
f' . 2 <3 Input Input 2 active Al 1/O por‘ts
IREIE EETigIrEiem 3 f=} Input Input 3 Active
& Type to search %
PTZ presets 4 Input Input 4 Active n
5 <A Input Input 5 Active I/Q Port * Type Name
Management 6 <3 Input Input & Active
1 =) Output Output 1 Active 0 Relay 1
External data sources Relay 2
1 Relay 3
=
= Storage = Relay 4
" G Relay 5
anagemen Relay &
| & q
Selection (=27
Relay 8
@ Recording and events A AXIS M1065-L
v
P BT cancar
Schedules : e "

19
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Create Device Event Trigger = =
Configure device event trigger
Device: Dev_1601 -
Event: Access request granted -
Trigger period: 0 seconds
Filters
Door side: CIEVATOr reader siae A |
Door name: Elevator reader -
[] Entered PIN code: '
Access rule: |Floor 1.3, 5| | v

Input the correct name of the relevant access rule as trigger.

Add Action R
Action Description
Record | Define the state of an output to

perform a specific task, for example, an

Raise Alarm -
output connected to a switch could be
EEREETRHL set to open a door.
Send E-mail
Live view

Send HTTP Notification
AXIS Entry Manager

Send mobile app notification

v
Arcacs Cantral

Help oK Cancel

Select the Action Set Output

Create Cutput Action * Create Cutput Action ? * Create Cutput Action ? *
Port and new state Port and new state Port and new state
Output port: Relay 1 - Output port: Relay 3 - Output port: | Relay 5 v
State on action: | Active - State on action: | Active - State on action: | Active -
Pulse Pulse Pulse
O For as long as any trigger is active O For as long as any trigger is active O For as long as any trigger is active
@ For @ + | — |seconds @ For @ + | — |seconds @ For |7| + | — |seconds
Help OK Cancel Help OK Cancel Help OK Cancel
New Rule Y =
Steps Actions
Triggers

Define the actions that should be carried out when this rule is active.

Actions All the actions you specify here will be carried out every time.
Schedule ESet /O port "AXIS A9188 - Relay 1' to Active for 7 seconds Add...
Details ISet |/O port "AXIS A9188 - Relay 3' to Active for 7 seconds -
S 10 port s A1 ety 5 o A o7 scongs
Remove
Help Cancel < Back Next = Finish

Now, add all the relevant relays connected to the Elevator interface panel enabling specific floor
buttons

20



Configure action rules for access control in AXIS Camera Station

Use Case 6: Using a DTMF sequence to access a door

Step 1 — Create the DTMF sequence on your Axis Intercom

AXISa  A8207-VEMKII

COMMURICATIONS

Overview D T M F

VolP DTMF Configuration for SIP Accounts

Contact st

DTMF using RTP (RFC28323)
SIP accounts Associated DTMF Sequences
SIP settings Name Segquence
Open door 1234
Hardware
Camera
—i—

In the web interface of the Axis Intercom, you create a DTMF Sequence for the correct SIP
account where the VolIP call is being initiated.

Step 2 — Create the rule that triggers on the DTMF sequence and accesses the door.

Add Trigger 2 x
Trigger Description
Motion detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used

AXIS Cross Line Detection X . . .
if no other trigger is applicable.

System Event and Error
Input/Output

Action Button
AXIS Entry Manager event
External HTTPS

Help 0K Cancel

Add the Device Event trigger

21
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Create Device Event Trigger = = X
Configure device event trigger
Device: AXIS AB207-VE MK II - Custom View -
Event: | DTMF -
Trigger period: { Filter b4
Ffl‘ters AudioSource A
Audio detection
OTMFEventld:
Call
L] callig: StateChange
DTMF

If SIP is enabled on the Axis Intercom and you have a DTMF trigger created this is visible under
the Device Events of the Intercom under the category Call

Create Device Event Tngger = = -
Configure device event trigger
Device: AXI5 AG207-VE MK I - Custom View -
Event: CTMEF -
Trigger period: 0 seconds
Filters
DTMFEventid: Opendoor T
[ Callid:
Activity:
Help OK Cancel

You can then also select to filter on the specific sequence if you have the need of triggering
multiple things depending on different input.

22
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Add Action R

Action Description
Record

~|  Actions for Access Control
Raise Alarm

Set Output

Send E-mail

Live view

Send HTTP Notification
AXIS Entry Manager

Send mobile app notification

Access Control

‘ Help H OK || Cancel |

Select the Action for Access Control

Create Access Control Action ©

Access Control

Action: | Door actions v|

Configure action

Door | Main entrance - |
Action | Access -
Help OK Cancel

Now you can select to access a specific door based on the DTMF sequence.
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Use Case 7: Interlock between two doors

In some instances, you want to be able to block access attempts to a door based on the door
status of a second door. For instance, like an airlock-function.

Step 1 - Create a rule locking down the ‘vault’ based on ‘back office’ door position

Add Trigger g x
Trigger Description
Mation detection This type triggers on events from
Active Tampering Alarm cameras and other devices. This trigger

is for advanced users and can be used
if no other trigger is applicable.

AXIS Cross Line Detection
System Event and Error
Input/Output

Action Button
AXIS Entry Manager event
External HTTPS

Help 0K Cancel

Create arule trigger on Device Event

Create Device Event Tngger v = = -

Configure device event trigger

Device: Dev_1601 -
Event: Door position -
Trigger period: 0 seconds
Filters
Door name: Back Office -
Door position: O

Activity:

Help OK Cancel

Select the AXIS A1601 Network Door Controller, choose the Door position event and filter on the
door in question and that the door is opened.
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Action

Record

Raise Alarm

Set Output

Send E-mail

Live view

Send HTTP Notification
AXIS Entry Manager

Send mobile app notification

Access Control

Add an Access Control action in the rule.

Create Access Control Action a
Access Control
Action: | Door actions -
Configure action
Door Vault -
Action | Lockdown -

Help

Add Action

Description

~  Actions for Access Control

v

Help oK Cancel

0K Cancel

Configure action rules for access control in AXIS Camera Station

Select Door actions, the door to be locked down and select the action “Lockdown”.

Step 2 — Create rule to return the ‘vault’ to default status when the ‘back office’ door is

closed.

Basically, this is the inverse of Step 1

Trigger

Motion detection

Active Tampering Alarm
AXIS Cross Line Detection
System Event and Error
Input/Cutput

Action Button

AXIS Entry Manager event
External HTTPS

Add Trigger 2 2

Description

This type triggers on events from
cameras and other devices. This trigger
is for advanced users and can be used
if no other trigger is applicable.

Help OK Cancel

Create a rule trigger on Device Event

25
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Edit Device Event Tngger

Configure device event trigger

Device: Dev_1601 -
Event: Door position -
Trigger period: 0 seconds
Filters

Door name: Back Office -

Door posiion Gosed
Activity:

Help OK Cancel

Select the AXIS A1601 Network Door Controller, choose the Door position event and filter on the
door in question and that the door is closed.

Add Action

Action Description
Record ~ | Actions for Access Control
Raise Alarm
Set Output
Send E-mail
Live view
Send HTTP Notification
AXIS Entry Manager
Send mobile app notification
Access Control v

Help oK Cancel

Add an Access Control action in the rule.
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Create Access Control Action © %

Access Control

Action: | Door actions v|

Configure action

Door | Vault - |
Action i Back to default ~
Help OK Cancel

Select Door actions, the door to release from lockdown and select the action “Back to default”.




