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About IHL Group
Who We Are
IHL Group is a global research and advisory firm specializing in technologies for the retail and hospitality industries.
The company, based in Franklin, Tenn., generates timely data reports, oﬀers advisory services and serves as the leading
retail technology spokesperson for industry and vendor events.
What We Do
IHL provides customized business intelligence for retailers and retail technology vendors, with particular expertise in
supply chain and store level systems. Our customers are retailers and retail technology providers who want to better
understand what is going on in the overall technology market, or wish to identify specific equipment needs for the
retail market.
When We Started
Greg Buzek served as Product Development Manager for two Fortune 500 retail technology suppliers for 6 years.
Faced with making recommendations to senior management with spotty reports stuﬀed with technical jargon and
unsubstantiated data, in 1996 he left to form IHL Group as an arms length consulting firm that delivers exacting
research to corporate managers.
How We Work
Reliable market analysis is essential for corporations to accelerate revenue and expand their market share. Most research
providers do not disclose data sources or statistically defend the validity of their assumptions. We do. We disclose in
precise detail exactly how and why we reached our conclusions so that our customers can be comfortable with the
data they are using.
What We Know
Our associates and advisors have over 100 years combined years of retail technology experience. Our associates have
worked as product managers, sales representatives and executives in the retail market. We have the relationships, tools,
and experience to meet your research and consulting needs.
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IHL Group License and Fair Use Agreement
This IHL Study includes an electronic enterprise license and can be shared freely within the purchasing
organization and wholly owned subsidiaries. We only ask that this information not be shared with
partners or others outside the purchasing company without authorization from IHL Group. The license
does not extend to joint ventures or other partnerships. If the relationship is not a wholly owned
subsidiary, then both parties would need a license.
Practically, this implies the following:
1. The purchasing company can use the reports worldwide internally as long as the international
organizations are wholly owned subsidiaries of the purchasing company.
2. The research reports and databases cannot be distributed in whole or in part to partners or
customers without express written approval from IHL Group.
3. The purchasing company may quote components of the data (limited use) in presentations to
customers such as specific charts. This is limited to percentage components, not individual unit
information. Unit data cannot be shared externally without express written approval from IHL Group.
4. The license holder can reference qualitative quotes in printed material with written approval
from IHL Group.
5. All requests requiring written approval should be submitted to ihl@ihlservices.com and will be
reviewed within one business day.
For any questions regarding this policy, please contact us at 615-591-2955 or email us at
ihl@ihlservices.com
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State of LP
We review the relationship
between LP and IT

introduction

LP Thinks Differently than IT and Others
Segments Surveyed
IHL Group

Types of Respondents
Other
13%

FDCM
12%
GMS
67%

Hosp
14%

Size of Retailers
IHL Group

IHL Group

IT
63%

Traditional LP Technologies are being co-opted for use in
other activities leading to influencers of buying decisions
that would otherwise be purview of LP only.
As LP technologies become IP enabled, several are being co-opted
by IT and other business units for other functions beyond just loss
prevention. For instance, with CCTV cameras in particular,
software is being added for traffic counting, amber alerts, trade
promotion compliance and shelf space compliance as well as
intelligence on demographics of who they see for marketing
purpose.

LP
23%

Tier 3/4
17%
Tier 2
25%

Tier 1
58%

In this study we set out to get a view of the differences in how
these different business units (specifically IT) see these
technologies and LP priorities. The demographics show a healthy
balance in types of retailers, the size of retailers, and the titles
represented.
One thing that is abundantly clear is that the view of these
technologies differ greatly based on whether someone works in a
cost center like IT and LP vs a profit center such as store
operations and marketing. Even amongst LP and IT, they agree on
many areas but differ on specific priorities for the same
technology.
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IT and LP

IT Budgets for LP Activities Beyond PCI
PCI and Data Breach protection is similar for all retailers.
But retailers over $1B spend 8.3% of their IT budget on
other LP items when smaller retailers have less in the LP
bucket left.
Without question Data Breach Protection and PCI certification take up a
significant part of the IT budget related to LP activities. This question revolved
around “What’s left of that budget” once PCI and Data Breach protection was
funded. What the data shows is that although they are huge chunks of total
LP spend, retailers have on average 6.4% of their IT budget left for other Loss
Prevention Activities.
What is also clear is that although PCI and Data Breach protection are large
parts of the budget, those costs do not grow linear as the retailers get larger.
Because the IT budget as a percent of revenue tends to be somewhat linear
once retailers hit $100m in sales, as revenues increase there is more budget.
But since PCI and Data Breach protection costs begin to level out, these larger
retailers have nearly 2x in terms of % of other their IT budget left. Factor in
the linear growth of the IT Budget and larger retailers have 2-3x more funds
for other LP activities than smaller retailers. So aspects of spending on
Organized Retail Crime, Slip and Fall, EAS, CCTV, Video Analytics, etc. grows at
a much faster rate as revenue increases.

% IT Spend for LP other
than Data Breach and PCI
($USD Billions)
IHL Group

Overall

6.4%

Tier 1

8.3%

Tier 2

4.2%

Tier 3/4

4.7%

0%

2%

4%

6%

8%

10%

.
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IT Staffing for LP Efforts
Overall, 5.4% of the Retailer’s IT staff is dedicated
to Loss Prevention efforts.

% IT Staff Dedicated to LP Efforts
IHL Group Loss Prevention Study

Overall

Much the same way that the IT budgets for LP enjoy economies of
scale, the same is true for the availability of IT Staff for other
business unit activities.

5.4%

For Tier 3-4 retailers, about 8% of their IT staff is dedicated to the
Loss Prevention efforts of the company. Contrast this to only
4.5% of the IT staff in Tier 1 retailers that are over $1B in sales.
Tier 1

4.5%

Tier 2

As you can see, the percentage of IT staff for LP goes down as
revenues go up. This is part of that linear budget for IT spend (12.2% of revenues depending on the segment).
So retailers need to have a certain amount of personnel for
activities regardless of the number of stores and sales. That
number goes up as the number of locations go up, but efficiencies
in systems and coverage allow for the larger retailers to do a
similar job with a lower percentage of the IT Staff.

6.5%

Tier 3/4

8.0%

0%

2%

4%

6%

8%

10%

Unlike the previous question around budgets specifically set aside
for LP functions, this question gets to the heart of the availability
of IT staff for all business functions. So not only do smaller
retailers have fewer personnel overall, the LP functions take
nearly twice the percentage of personnel as a Tier 1 retailers,
leaving a lower percentage of people available for business growth
activities.
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Focus of LP Initiatives

PCI and Data Breach Protection Dominate overall Retail LP Focused Efforts

How Retailers Spend LP Efforts
IHL Group Loss Prevention Study

PCI

21%

Data Breach

14%

Employee Theft

14%

Return Fraud

12%

Consumer Theft

12%

Organized Retail Crime

8%

Slip and Falls

7%

Supplier Audits

5%

Other

8%
0%

5%

10%

15%

20%

The data protection aspects of loss prevention dominate the focus of the LP efforts within the organization. PCI and Data Breach
take 35% of the overall LP focus for the organization. This is not necessarily budget or staff, but simply focus on losses. As we will
see in the subsequent page, these vary a bit based on what department the person resides in. What is interesting is Employee Theft
is viewed as a higher priority than Consumer Theft which shows the impact of the IT department who is often more focused on the
internal than external. What is stunning about this figure is that PCI and Data Breach components average about less than .1% of
sales where all shrink (Employee and Consumer theft, damaged inventory) are over 20x more costly each year at over 2% of sales.
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Focus of IT and LP Initiatives
IT

LP

Others

PCI

23%

12%

31%

Employee Theft

14%

16%

12%

Data Breach

12%

14%

23%

Consumer Theft

12%

16%

7%

Organized Retail Crime

8%

8%

3%

Slip and Falls

5%

10%

7%

Supplier Audits

4%

4%

9%

Other

9%

8%

3%

The data protection aspects of loss prevention dominate the focus of the LP efforts within the organization. PCI and Data Breach
take 35% of the overall focus for the organization but it is interesting to see how each group weighted this. IT is right at 35%, but LP
only sees it as 26% of LP efforts, weighting their own functions as much higher. This would be natural bias. What is most interesting
is that the other business units rates the two as a whopping 54%. What we believe is happening is that PCI and Data Breach Efforts
are so pronounced and communicated in the organizations since the numerous public data breaches that have happened are being
over-communicated to everyone. We think this is a good thing as long as the LP department is still focused on the larger issues of
Employee and Consumer Theft.
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Barriers to closer IT/LP Relationship
Barriers to Closer IT and LP Relationship
IHL Group Loss Prevention Study

IT

LP

Other Titles

3.8
3.4

3.5

3.0

3.0

3.1

3.2

3.1

2.8

2.5

3.0

2.9
2.7

2.6

2.8
2.6

2.5

2.6

2.5

2.6

2.2

2.1

2.0
1.5 1.5

1.5

1.0

0.5

0.0

Other Biz Priorities

Sys Integration

Growth Objectives Bandwidth Limits Knowledge/Staff
Concerns

Internal Politics

Franchise
Contractors
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Issues that keep IT and LP apart
When we asked about internal barriers that get between a closer relationship between IT and Loss Prevention, it was
interesting to see that most sides viewed things roughly the same way. Both seemed to think the greatest barriers were
overall Business Priorities, Systems Integration, and Growth Objectives. This is not a big surprise as both LP and IT are
generally considered to be cost centers, rather than revenue centers. So it is natural that their primary issues are due to
an overall organization focus on growth. However, this is good news economically because it means retailers have moved
past primary cost control and continue to move forward with growth objectives.
While they agreed on what the issues were, in general the LP professionals rated the barriers as greater than the IT
professionals. We think this is due much more to the LP being primarily reliant on IT more than IT is reliant on LP. In
addition, because of the many different business units pulling on IT, LP is just one of the stakeholders they are dealing
with. So while IT views things as some barriers between them, in nearly every case LP views the issues as a greater
problem.
What we found most interesting, however, was how the other business unit personnel viewed the barriers between LP and
IT. In nearly every case, they viewed the relationship as more troubled than the people in it. We found that as pretty
humorous and a metaphor of any dating or marriage relationship. The people involved agree there are issues, but the
family and friends look at it and think the issues are much greater.
It’s either that or IT has done a good job of telling other business units that system integration (35% higher) and
bandwidth issues (18% higher) are the scapegoats to their issues as well. “We can’t do this because integration is too
expensive or bandwidth is too limited.”
In general it is good to see that Internal Politics was considered the least of the problems. It shows that most retailers
that survived the Great Recession learned to work together more efficiently and better than in previous generations.
One thing that is clear in this study overall is there is a complete different way of thinking between profit centers and cost
centers. The profit center personnel wake up every day thinking about growth, growth, growth. The cost center people
wake up thinking control and protect. That tension, when properly managed can lead to great synergy and success.
When the other is not appreciated or tolerated, the business suffers greatly.
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LP Technology Plans

Plans to upgrade technologies
Purchase Plans for LP Technologies
IHL Group Loss Prevention Study

Up to Date

This Year

CCTV

Next Year

39%

Exception Based Reporting

14%

27%

EAS

12%

23%

Video Analytics

14%

Cloud Video Storage

11%
0%

10%

5%

9%
20%

11%

50%

21%

11%

21%
40%

20%

42%

32%

30%

16%

7%

16%

23%

23%

18%

18%

21%

20%

No Plans

14%

27%

26%

Traffic Counting

More than 2 Years

23%

36%
60%

70%

80%

90%

100%
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LP Technology plans

Exception Based Reporting Leads Plans
Additional software is the big spend area for the next 24 months for the retailers in the study, led by Exception Based
Reporting with 54% of retailers expecting to make a purchase decision in the next 2 years. Likewise 54% over the next
two years area planning to buy new Traffic Counting Software, but it is more back loaded in the second year than in this
first year. Finally, Video analytics is also a huge investment area over the next 2 years at 52% with 20% of that coming in
the next year.
CCTV was the area that had the highest rated area of Up to Date technology in place at 39% of our sample. It is not
surprising that retailers purchase the cameras first and then the software to expand the functionality and use of the
cameras in subsequent years. This shows that in general, retailers are planning to instill the cameras first for LP
functions, then expanding the functionality and use in multiple business units after they are installed. What will be
interesting in the future is that there are a number of cameras that are beginning to be installed with the traffic
counting/marketing functions as the primary purpose and LP secondary. It will be interesting to see how those are
deployed. The focal length and focus of these cameras are generally for smaller areas, however, they will be IP-based
thus having the ability to be coopted for LP purposes at times.

Cloud Video Storage still seems to be a hard sell this coming year. Only 11% of our sample use the cloud for video
storage today, and only 9% are planning to make that purchase this year. However, 2 years or more out these figures pick
up dramatically. When we see this sort of curve, it tends to indicate that retailers are not “sold” on the technology or
haven’t quite figured out the service can be managed cost effectively yet. This sort of view reminds of us what happened
to mobile devices in the store. For several years the curve looked like this until the iPad disrupted the pricing model and
then the numbers exploded.
Finally, EAS seems to be the area where over the next 2 years retailers don’t seem to be planning massive changes. In
one respect, this makes a lot of sense and is tied often to new store openings. It is also a technology that is far more
mature than these other technologies. Still, it is clear the big money for LP technologies in the next 2 years is in video and
software related to Video and analytics.
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Differences in Perspective
% who answered technology is
up-to-date

IT

LP

Other
Depts

CCTV

41%

50%

14%

Exception Based Reporting

19%

50%

29%

EAS

31%

25%

14%

Traffic Counting

19%

40%

17%

Video Analytics

11%

30%

0%

Cloud Video Storage

11%

20%

0%

When we look at these questions based on the titles of the respondents we see many differences in perception of what is
considered Up-to-Date systems.
There are two major areas that really stand out. First, it is abundantly clear that CCTV cameras that were once the single
domain of LP, have stakeholders in IT and many other business units such as Operations, Merchandising, and Marketing.
While 50% of LP thinks current CCTV technology is adequate, only 14% of the other departments believe so. Likewise for
exceptions, there is a disparity. LP exceptions are better than other exceptions.
Second, the more advanced profit-generating functions show that LP and IT think differently than Other Departments due
to their charter. While 30% of LP respondents say their Video Analytics are up to date, only 11% of the IT respondents and
0% of Operations, Merchandising, and Marketing feel the same way as the current technology is not meeting their needs.
What is clear is there is an insatiable appetite for video and analytics/reporting from these other business units.

15

Closer
Look at
CCTV

YouTube Generation
Video and Software are
driving the growth of
spending in LP and beyond.
This section looks at this
growth opportunity in more
detail.

Closer Look at CCTV

CCTV Popularity Continues To Grow
Do you use CCTV?
IHL Group Loss Prevention Study

Types of CCTV
Technology Used
IHL Group Loss Prevention Study

Yes
86%

No
14%

Analog
36%
IP
Camera
64%

86% of our respondents use CCTV technology today. Of those 64% are using IP enabled
As we alluded to this earlier. The days of the CCTV camera being the prevue of only the LP department are long over for most
retailers. The power of video for traffic monitoring, marketing purposes, and trade compliance are in greater demand from
all of the business units, so the flexibility of the units and use 24 hours a day are critical. The battle for these “eyes in the
skies” inside of retailers is not dissimilar to government agencies fighting over satellite time.
The ability for IP Addressable cameras brings a tremendous opportunity for retailers to leverage this ability particularly for the
profit centers. Cameras as being added to shelf labels, end caps, along with the traditional security cameras. As retailers
look at their overall camera opportunities, managing content, analytics, and decisions on who to share what with whom
(internal and suppliers) become critical components of the overall strategy.
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Plans for CCTV Cameras
How Do You Plan to Use Your CCTV Cameras
IHL Group Loss Prevention Study

Employee Theft (store)

86%

Consumer Theft

77%

Employee Theft (loading dock)

70%

Cashier Monitoring

66%

Employee Protection

57%

Slip and Falls

55%

Cash Room Monitoring

45%

Traffic Counting

39%

Trade Promotion Compliance

11%

Amber alerts

9%
0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

While retailers are planning for the future with more software and analytics, in the near term
CCTV camera use will remain dominated by traditional LP functions
In a previous question we talked about the planned investment in new software technologies over the next 24 months to take
advantage of video technologies and analytics for other business functions beyond traditional LP uses. That is where
retailers are going, however, in the near term the CCTV cameras are being planned to be used for traditional LP activities.
One interesting tidbit we found by looking at data by respondent is that the LP department is already planning for using the
cameras for Traffic Counting (60%) as the first non-LP function, then Trade Promotion Compliance (20%) at a higher rate than
IT and other business units.
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What Will You Be Using Cameras For?
What will you be using CCTV cameras for in
next 18 months

IT

LP

Other
Depts

Employee Theft (store)

89%

90%

71%

Consumer Theft

79%

90%

57%

Employee Theft (loading dock, backoffice)

74%

80%

43%

Cashier Monitoring

56%

100%

57%

Employee Protection

52%

80%

17%

Cash Room Monitoring

26%

80%

71%

Slip and Falls

48%

90%

29%

Traffic Counting

37%

60%

14%

Trade Promotion Compliance

4%

20%

29%

Amber Alerts

7%

20%

0%

Perhaps the most interesting aspect of looking at how the CCTV cameras will be used over the next 18 months is the
disparity between the IT and LP respondents and those from the other business units.
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Methodology

Background on the study
How we arrived at the
numbers

Methodology

Background of the study
The study was conducted using a primary research model of web surveys targeted to different groups. We
set out to first make sure to include a representative IT and LP professional distribution and then as initial
results came in and we started to see differences this was expanded to include store operations,
marketing, and merchandising titles who would be exploring video technologies for functionality beyond
just basic LP functions.
In general our sample was focused not so much to get a factual split of all segments and sizes of retail
and hospitality, but rather a representative sample of total LP Spend in the industry for North American
Retailers. What we mean by that is Tier 1 is over-represented in terms of number of respondents
compared to total number of retailers and stores. However, because their LP spend is vastly higher than
the combined LP spending of smaller retailers, we get a truer picture of the market this way.
To put that into perspective, Wal-Mart is equal to 485,000 mom and pop retailers in terms of revenue,
and in terms of LP technology spend more like 600,000 mom and pop retailers. So by focusing on Tier 1
we get a much higher percentage of the budget power and thus more factual information for decision
making.
What we did not do in this study is weight answers by revenue category. So in this study a Tier 1 answer is
equal to a Tier 3 and 4 answer. For that reason, where you see Tier 1 and Tier 2 answers, realize that the
“market overall” is more like these answers than the Tier 3 and 4 answers. That being said, our final
point is that it is fair to use the answers within tiers as representative of those markets, but overall when
combining results you should skew the results towards larger retailers to get total picture view.
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Highlights of Other IHL Research Available Include:
Research

Price

Cloud POS – Why the Time Might Be Right

$1,495

Retail 2018 – Retail Transformed – 12th Annual IHL/RIS News Study

$3,495

The Cost of EMV

$1,995

CMO Takes Over IT Spend

$1,995

Mobile POS – Reaching Escape Velocity

$3,295

North American Retail POS Terminal Study

$3,295

Europe/Middle East/Africa POS Terminal Study

$3,295

Asia/Pacific POS Terminal Market Study

$3,295

Latin/South America POS Terminal Study

$3,295

Mobile POS SW Share

$4,000-$6,000

Rise of Distributed Order Management

$2,495

What do we see? Predictive Analytics/Data Visualization

$2,495

Beacons, Wayfinding and IOT in Retail – Trends and Best Practices

$2,295

More on these and other research at www.ihlservices.com
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