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Introduction

AXIS Camera Station Pro 6.16 / AXIS Camera Station 5.59 or lower versions can experience breaking
changes when installing AXIS OS 13 on connected devices.

In this document you get information about what the changes are and what impact they have on the
installation.

ACAPs

Unsigned applications removed

Starting from AXIS OS 13.0, the option to allow unsigned applications has been removed and only signed
ACAP applications are allowed. This is to increase trust in ACAP applications and comply with international
regulations and best practices for secure software delivery.

If an unsigned ACAP application is installed on the device, it must be removed or replaced with a signed
version before upgrading to AXIS OS 13. This replacement must be done while the device is still running
AXIS OS 12.

All ACAP applications that are installed in AXIS OS 13 must be signed, otherwise the ACAP installation will
fail.

Please contact AXIS support for more information if you have any problems with your ACAPs.

ACAP manifest compatibility declaration

In AXIS OS 12.x, we're introducing an optional field in the application manifest that specifies the AXIS OS
major versions the application supports. To adapt to this change, ACAP developers must include
compatibility information in the ACAP manifest. This field will become mandatory in AXIS OS 13 and only
ACAP with this explicit compatibility information will be supported on OS 13.

Note that package.conf doesn't support this feature. As a result, an ACAP application with only a
package.conf file (and no manifest) won't meet the AXIS OS 13 requirements.

Impact: An ACAP application can only be installed or upgraded if it declares compatibility with the current
AXIS OS version. Likewise, an upgrade will only proceed if all installed applications are compatible with the
target AXIS OS version.

AXIS OS also checks application compatibility at boot. If any application lacks a valid compatibility
declaration, the upgrade will be refused or rolled back. This safeguard ensures system stability, especially
when upgrading from older AXIS OS versions that don’t support compatibility checks.
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Prepare 32-bit platforms for 2038
To allow 32-bit AXIS OS products to operate past 03:14:07 UTC on 19 January 2038, AXIS OS will switch to
use 64-bit time_t and the 64-bit time APIs in glibc and the Linux kernel.

This will require any ACAPs to be recompiled for 32-bit platforms.

Axhttp will be removed
The axhttp C lib will be removed from firmware. Any ACAPs that utilize the transferCGl, used by axhttp C
lib needs to be updated to use either FastCGl or reverse proxy solution instead.

Restricted ACAP application device access
Limitations will be put on applications regarding their access to the device.
e The application will only be able to run as a "dynamic" user specifically created for the
application, or as the user "sdk". All other users will now be disallowed. (The "sdk" user will
eventually be removed, and only dynamic users will be supported.)

e The application process can only make itself a member of a small subset of groups on the
device. These are the groups needed to be able to use the officially supported APIs.

e The application can only get access to a small subset of D-Bus APIs, namely those that are
needed to use the official APlIs.

Only ACAP applications that are signed and use the application manifest schema v.2 can be used.
If applications not using manifest schema v.2 are installed in an earlier version of AXIS OS, upgrading to
AXIS OS 13 will be blocked.

Failover

Failover = The recording is stored on the SD card if the AXIS Camera Station server loses connection to the
camera.
e This feature will work the same way even after upgrading to AXIS OS 13.

Fallback

Fallback = The recordings are stored to an S30 if the AXIS Camera Station server loses connection. The
cameras are connected to the S30.

e From AXIS Camera Staton Pro version 6.18 the “fallback” feature will be renamed to “failover”.

e If you upgrade your recorder to AXIS OS 13, you need to upgrade your server to AXIS Station
Pro version 6.18 for fallback/failover to work. It’s the recorders firmware that counts.

e On servers with lower AXIS Camera Station Pro version than 6.18, fallback/failover will work as
before if your recorder has AXIS OS 12 or lower versions installed. It will not be possible to
upgrade to AXIS OS 13 at all. It’s the recorders firmware that counts.


https://confluence.se.axis.com/spaces/AXOSDP/pages/561019462/Breaking+Change+-+Remove+axhttp
https://confluence.se.axis.com/spaces/AXOSDP/pages/561019462/Breaking+Change+-+Remove+axhttp
https://confluence.se.axis.com/spaces/AXOSDP/pages/594838538/Breaking+Change+-+Restrict+ACAP+application+device+access
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Loopback interfaces removed
Loopback interfaces are used by various internal clients to access Vapix inside AxisOS. In AXIS OS 13 the
ways of accessing VAPIX APls are unified. When upgrading to AXIS OS 13 these hosts are still supported:

Vhost Unique trait

127.0.0.12 | Vapix service accounts, +h2c

127.0.0.1 only basic auth, +h2c

127.0.0.4 Client Credential Grant auth (if configured)

ACAP package.conf removed

Package.conf and Manifest.json are part of an ACAP application and its configuration and needed for
ACAP application installation on Axis devices.

From AXIS OS 13.0, all ACAP applications must contain a manifest.json file that describes their
configuration. The old way of using a package.conf file will not be supported.

If an ACAP application without a manifest.json file has been installed on the device, it needs to be
removed or replaced before upgrading to AXIS OS 13.

Compressing firmware meta data using ZSTD

Devices with AXIS OS 13 use ZSTD instead of GZIP as firmware meta data compression. Metadata that is
compressed with ZSTD will not be able to be analyzed in older AXIS Camera Station Pro/5 versions. This
means that the feature for upgrading these devices within AXIS Camera Station Pro/5 will stop working.

To upgrade devices with AXIS OS 13 you need to do that camera by camera within the device’s
configuration page.


https://confluence.se.axis.com/spaces/AXOSDP/pages/548608586/Breaking+Change+-+compress+firmware+using+ZSTD
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1. Click on the device/camera IP-address to go to the camera settings.

% Devices
Add devices

Cameras

Other devices
Stream profiles

Image configuration

PTZ presets

Management

External data sources

to filter =

Cameras
Change the names, addresses, and ports of cameras. You/can also disable or remove the cameras from the server. Type to filter
Name Address MAC address Manufacturer ~ Model Channel Server
:T AXIS M1075-L MK I 681012 O EB27251BASOF Aois AXISM1075-L...  View Area 1 H1-ACSPRO-DEMO
o Go to the camera’s co b
’ AXIS P3285-LVE 192.168.1013 E827252024B2 Rois AXISP3285-LVE  Camera 1 H1-ACSPRO-DEMO
b
n AXIS P3935-LR 192.168.10.10 ACCCBEES29DA Auis AXISP3935-IR View Area 1 H1-ACSPRO-DEMO

2. Choose “Maintenance” to where to upgrade AXIS OS in the camera settings.

‘\;View

‘ & View

| L} Configuration | AXIS M1075-L MK Il

‘ AXIS M1075-L MK Il X

Status
O Video

El Analytics
Ak Audio

) Recordings
B Apps

®, System

| ¥! Maintenance

HTTPS only

AXIS M1075-L Mk Il Box Camera

N Maintenance
Restart

Restart the device with the current settings.

Restore

Restore the factory values but keep the IP settings

Factory default

Restore all factory values

Restart

Default

L]
b

QORO@®:

AXIS OS upgrade

Current version: 12.9.57

AXIS OS portal

Release notes
Recommended upgrade path

Upgrade
AXIS OS rollback
Roll back to the previously installed version.
Previous version: 12.6.85

Roll back

Last upgrade at: 3/12/2026

For better cyber security devices with AXIS OS 13 only communicate through HTTPS by default.

AXIS Camera Station Pro trusts HTTPS certificates that are signed by either:
1. A Certificate Authority that's in the Windows certificate store.
2. The AXIS Camera Station Pro Certificate Authority.
3. The Axis Device ID Certificate Authority.

In AXIS OS 13, network connections to the device from factory (or factory defaulted) will only be allowed
using secure HTTPS/443 connections. In AXIS OS 12 and earlier, the device would allow both HTTPS/443
secure as well as HTTP/80 insecure connections.
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NOTE: Even with a secure HTTPS connection, your browser might still show a warning due to issues
validating the certificate. This is expected behavior, as 10T device certificates aren't compatible with most
browsers.

As HTTP is disabled, it still is possible to enable HTTP if there is a need to do so. Follow these steps:

1. Disable the validation of the certificate. “Configuration => Security => Certificates”. And toggle off the
“Validate device certificate” toggle.

Devices

HTTPS

Validate device certificate @ o
Validate device address @ (]

IEEE 802.1X @

EAPOL version: | 2 v

EAP identity: Device MAC address -

IEEE 802.1X authentication CA certificate:

Authority and have the following property.

Common name: | Device address -

Go to “Configuration tab => Add device page” and refresh the page.
Add your device.

Go to “Configuration tab => Devices => Management”.

Right click on your selected device.

vk wnw



6. Enable or disable HTTPS.

O New firmware versions exists for 9 devices

Manage devices

20L0ORS R

11 devices, 1 selected

Name

& AXISP373E T

e, AXIS Q38T
- AXIS 53008
- AXIS 53008
® GARDEN -
®* KéK
Laundry
Living roon
P32

P32 - Hallw

i * & 4@

Q35 - Gard

Status

Assign IP Address...

Configure Devices L

Uszer Management L

Security LJ HTTPS
Upgrade Firmware... IEEE 802.1X
Restart Certificates...

Restore to Factory Settings
Replace Device...

Install Application...
Collect Device Data...

Connection 4

Reload

Tag Devices...

MAC address
BEAJ44AFADBOES
BEA44F3B4CF4
BEA4AFOADZ58
* Enable/Update

’ Dizable

BALMAFBECFED4
ACCCSEDTCA
BBA44F256419
BEAJAFSEBSEBA
BBA44FSEC230
EB27251AF912
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Type to filter
Address

192.168.68.134
192,168,68.163
192.168.68.128
192.168.68.135
92.166.68.126
192.168.68.162
192.168.0.60
192.168.68.1
192.168.0.18
192.168.68.133

192.168.0.90

7. Enable “Validate device certificate” again. (See first step.)
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Password Complexity Enforcement

When creating a password for a device in AXIS Camera Station Pro (Configuration tab => Devices => Add

device), the password complexity in AXIS Camera Station Pro and the device/camera are no longer the
same.

If you create a password in AXIS Camera Station Pro that the camera's password complexity cannot
handle, you will only get a general error message that it is the wrong password. This can make it difficult
to understand what the problem really is.

To mitigate this problem and facilitate this process, it is recommended to remove the password

complexity requirement directly in the camera's settings or closely look at what complexity rules for the
password that is set in the camera(s).

1. Click on the device/camera IP-address to go to the camera settings.

to filter __<

‘ Cameras
% Devices
Change the names, addresses, and ports of cameras. You/can also disable or remove the cameras from the server.
Add devices
Address MAC address Manufacturer ~ Model Channel Server
Cameras
Other devices 0  EB27251BASOF Auis AXISM1075-L..  View Area 1 H1-ACSPRO-DEMO
Stean profik: 681013 EB2725202482 Aois AXIS P3265-1VE  Camera 1 Hi-ACSPRO-DEMO
Image configuration
192.168.10.10 ACCCBEES29DA Aois AXISP3935-LR  View Area 1 H1-ACSPRO-DEMO
PTZ presets
Management

External data sources

2. Choose “Accounts” in the menu and then “None” as password complexity for the device/camera. Or
choose one of the length or complexity password rules. Click “Save”.

AXISa AXIS M1075-L Mk Il Box Camera ©® a0
Fivieges ALLuUIL
Status
é’} Administrator AxisDeviceMgmt
O Video > ¢
@ Analytics > & Administrator root
il Audio >
B Recordings Password policy
B Apps
Complexity
%, System ~

Time and location
Network

Security
Accounts

Events

MQrT

SiP

Storage
Stream profiles

ONVIF


https://confluence.se.axis.com/spaces/AXOSDP/pages/577108607/Breaking+Change+-+Password+Complexity+Enforcement
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Legacy parameters are removed from management

Some of the parameters that have been able to manage in AXIS Camera Station Pro (Configuration tab =>
Devices => Management) will be removed.

This applies to param.cgi parameters for SNMP, HTTP authentication and streaming related parameters.

ECmITR[E—my—me =

= O hiow frmare versic

B Devices

& storage

@ Recording and events
& Client

& Connected services
= server

B Licenses

(3 Security

Manage devices

20L00% 5

SHMPTrap

SHMPTrap T0

SHMP Ty

- &

These parameters can still be found in the devices/cameras settings. Configure through the device/camera
settings but the parameters can only be managed camera by camera.

1. Click on the device/camera IP-address to go to the camera settings.

% Devices
Add devices
Cameras
Other devices
Stream profiles
Image configuration
PTZ presels
Management

External data sources

10

=<
Cameras

Change the names,addresss. and portsof cameras. Youlkan also

2 o

server.

MAC address Model Channel
EB27251BASOF s AXISMI0T5-L..  View Area 1
E827252021B2 s XIS P3285-IVE  Camera 1
ACCCBEES29DN Mois AXISP3935-IR  View Arca 1

Type Lo fite

Server

H1-ACSPRO-DEMO

H1-ACSPRO-DEMO

H1-ACSPRO-DEMO


https://confluence.se.axis.com/spaces/AXOSDP/pages/577107578/Breaking+Change+-+Remove+legacy+param.cgi+parameter+SNMP

How to handle breaking changes
when upgrading to AXIS OS 13

2. Choose “System” => “Network” to find the different parameters in the camera settings.

AXIS M1075-L Mk Il Box Camera G OA0@ :

HITP and HTTPS

Storage

S-L Mk || - EB27251BASD!

1 W Discavery @ % LDP and COP @

A Barmsard Toies €

Remove time params in param.cgi

The legacy parameters root.Time.POSIXTimeZone and root.Time.DST.Enabled will be removed. The
change takes effect on upgrade to AXIS OS 13.

Use instead the Time API v2. For more information about the VAPIX and param.cgi: Deprecating time
parameters.

UPnP and mDNS service removed from management

UPnP is now removed from AXIS Camera Station Pro management. However, it is still possible to find
cameras/devices via Bonjour, but less information is displayed than before.

To mitigate this, it is recommended to upgrade to AXIS Camera Station Pro 6.3 or AXIS Camera Station
5.57 or later versions.

You can also manually search for your device. But then you need to have the IP addresses that you want
to search for. (Configuration tab => Devices => Add devices)



https://confluence.se.axis.com/spaces/AXOSDP/pages/569993445/Breaking+Change+-+Remove+time+params+in+param.cgi
https://developer.axis.com/vapix/device-configuration/time-api
https://developer.axis.com/vapix/network-video/time-api#obsoletes
https://developer.axis.com/vapix/network-video/time-api#obsoletes
https://confluence.se.axis.com/spaces/AXOSDP/pages/577107512/Breaking+Change+-+Remove+UPnP
https://confluence.se.axis.com/spaces/AXOSDP/pages/577107561/Breaking+Change+-+Remove+legacy+mDNS+service

How to handle breaking changes
when upgrading to AXIS OS 13

"Camera tampering" detector removed

Events that trigger when a camera is tampered with will stop working. These events/action rules are set
up with triggers that listen to removed events.

Use instead AXIS Image Health Analytics: AXIS Image Health Analytics | Axis Communications

AXIS Guard Suite (Motion, Fence & Loitering) removed
The AXIS Guard Suite ACAPs are removed and triggers that are set up with this will stop working.

Use instead

For direct tampering (covering, moving the camera):

¢ In modern cameras use the built-in AXIS Video Motion Detection tampering alarm.
For advanced scenarios (detecting fence violation, trespassing, loitering):
e Use the pre-installed AXIS Object Analytics.
AXIS Object Analytics | Axis Communications
Use specialized third-party analytics ACAPs.

Video rotation parameters removed

It will not be possible to configure rotation of a video image through AXIS Camera Station Pro after
upgrading to AXIS OS 13.

Use instead the ADA interface of the device to configure image rotation.

AXIS M1135 [EXT Audio] [F.. X ==

Example on ADA interface for an AXIS M1135 camera.

12


https://confluence.se.axis.com/spaces/AXOSDP/pages/692704627/Remove+Camera+tampering+detector
https://www.axis.com/products/axis-image-health-analytics
https://confluence.se.axis.com/spaces/AXOSDP/pages/692706875/Remove+Guard+Suite+Motion+Fence+Loitering
https://www.axis.com/products/axis-object-analytics
https://confluence.se.axis.com/spaces/AXOSDP/pages/577104659/Breaking+Change+-+Remove+video+channel+rotation+parameters
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Strict Security Mode (SSM) — Customer Information

Strict Security Mode (SSM) is a security feature used to enforce a more restrictive security configuration
on supported AXIS devices. It is intended for environments with higher security requirements.

In the device web-interface, an information icon next to the product name will indicate whether the
device is operating in Strict Security Mode.

T —

@ Installation .

Overview when enabled SSM mode:
e HTTPS ONLY
e OpenSSL/Apache version headers disabled
e Firmware downgrades are forbidden
e RTSP/RTP permanently disabled
e Disables “share data with developers” — Google Analytics in ADA
e TLS 1.2 is limited to ECDSA Ciphers Only, so TLS 1.3 is required
e System-wide Brute force protection for ONVIF/HTTPS/SNMP/RTSP/SSH

Important:
e Once SSM is enable it cannot be disabled unless you ask the Axis support for help.
e SSM can only be enabled before a root-user has been set on the device.
e Devices with SSM enabled will NOT work on ACS Pro running on Windows 10, make sure you are
using an operating system supporting TLS 1.3 e.g. Windows 11.

Link to more detailed information: AXIS OS - Knowledge base

13


https://help.axis.com/en-us/axis-os-knowledge-base#strict-security-mode
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Adding devices with SSM enabled

Devices that have SSM enabled can be added to AXIS Camera Station Pro on a Windows 11 machine by
manually trusting the device certificate in AXIS Camera Station Pro or adding the Certificate Authority to
the Windows certificate store as a Trusted root certificate.

Adding a Certificate Authority to the Windows local machine certificate store, once added AXIS Camera
Station Pro will trust the devices automatically.

gm—
certlm - [Certificates - Local Computer\Trusted Reoot Certification Authorities] — O x

| File Action View Help
LI T

; il Certificates - Local Computer Object Type
| .—_ Personal | Certificates
w | | Trusted Root Certification Authorities |
| Certificates Find Certificates...
» [ | Enterprise Trust
s [ Intermediate Certific: All Tasks > Find Certificates...
3 _ Trusted F'ul::llishv??rs View ] Impott...
s | Untrusted Certificate
» [ | Third-Party Root Cer Refrech
5 _ Trusted People Expoet st
s | Client Authenticatior
s || Preview Build Roots Help
% || Test Roots
s || AAD Token Issuer
s || eSIM Certification Authorities
s || QEM eSIM Certification Authorities
» [ | Passpoint Trusted Roots
« 1 Barmnta Macltan

Add a certificate to a store

14
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Manually Trusting a device in AXIS Camera Station Pro.

Add devices

Select the devices in your network that you want to add to the server. You can find the added devices under either Cameras or Other dev

Manual search... Enter stream URLs... Refresh Clear
Include prerecorded video (@ ) &8 | Type to filter
Name Status IP Address Hostname MAC a
Device certificate not trusted 10.129.217.180

Device certificate not trusted E =

This device certificate isn't trusted. Connecting to this device may
compromise your security.

View certificate

O Issue new certificate

Trust existing certificate

D Do this for all devices with untrusted certificates

Help OK Cancel
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