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AXIS OS SECURITY ASSESSMENT
CLIENT STATEMENT

NCC Group was tasked by Axis Communications to perform a security assessment of
the AXIS OS (Operating System). The aim of this brief statement is to provide an
overview of the results.

The objective of the test was to evaluate the security level of the AXIS OS (version
10.10), its supporting infrastructure and security cameras, along with measuring the
effectiveness of the security mechanisms in the following attack scenarios, both from
the perspective of authenticated and unauthenticated malicious users:

+ Network-layer attacks
+ Application-layer attacks

The test was performed remotely, between 09/05/2022 and 20/05/2022.
The reference product & AXIS OS version used during the test were:

+ AXIS P3265-V Dome Camera
¢« AXISOS 10.10

As a direct result of the assessment, the target withstood the majority of standard
techniques employed during the timeframe of the security assessment. Therefore, it
was not possible to compromise the AXIS OS. In addition, NCC Group identified the
assessed system to be well-protected at the network perimeter.

The level of security awareness demonstrated emerges from the various security
controls in place to minimize and counteract potential risks to the application and its
users. Some of the observed security controls include:

+ A pervasive protection against network layer sniffing attacks.
+ Robust protections against multiple forms of client-side attacks.
+ Afine-grained authorization system to prevent replay authorization attacks.

Taking into account the security measures put in place by Axis Communications, the
overall security level of AXIS OS is concluded to be adequately secured to resist hacker
aftacks at the time of the tests.
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About NCC Group

In today's threat landscape, getting a clear picture of the risks your organisation and
customers are exposed to is more important than ever. Understanding the impact and
how you can make your organisation more resilient is key to protecting brand,
reputation and sensitive customer information.

NCC Group is a global expert in cyber security and risk mitigation, working with
organisations the world over to protect their business against the ever-evolving threat
landscape.

Through an unrivalled suite of services, we provide companies with confidence that
their most important assets are protected, available and operating as they should be
at all times.

Headquartered in Manchester, UK, with over 35 offices across the world, NCC Group
employs more than 1,800 people and is a frusted advisor to 15.000 clients worldwide.

www.nccgroup.com
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