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Introduction

This document will show you how to map your Active Directory groups to cardholder
groups within AXIS Camera Station and set up how you wish to synchronize these

groups.

Grerequisites \

AXIS Camera Station 5.56 or later

A configured Active Directory Server

\_ J

Please note that Axis doesn’t take any responsibility for how this configuration may
system. If the modification fails or if you get other unexpected results, you may h

settings to default.
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Step 1 - Selecting the Template User.
These steps will show you how to select and configure the template user.

To Select the Template User
Follow these steps to Configure the template user:

1.

In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

Expand the “Access control” section and select “Active Directory settings” in this page
select the “Set up import”

Active Directory

\ | Set up import
_ Import user data from Active Directory to cardholders

From this page you can select a template user from your Active Directory, this will be
used to map the data fields from the Active Directory to the related fields in Secure Entry.

Active Directory > Set up import

(1) select tempiate user Select template user

Select a user from Active Directory to use as a template for data mapping. Next, you'll map Active Directory data to the cardholder.

2 | Map data Search user

3 | Create cardholder groups

Ashley Rios
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4. Once you have selected the template user move on to the next page to start the mapping
of the data. The “Active Directory” column shows the data field names available on the
template user from Active Directory, The “Sample” column shows the data from the
named fields.

The final column “Cardholder” allows you to map this data to fields within Secure Entry.
Multiple fields can be selected to use the same data from the Active Directory, such as
Cardholder number and Cardholder Name.

Active Directory > Data mapping

B save {g Save and synchronize

Map data

For each Active Directory property, select the corresponding cardholder property. The “Unigue identifier”, “First name" and "Last name" are required.

) Clear mapping & Change template user

Active Directory Sample Cardholder

Ashley Rios Cardholder ID, Card: Name

Sweden

codePage

comment <root created="2016.11.16 01:02:46:507" updated="2016.11.16 01:02:46:507"> ...

company Axis Communications AB

countryCode

department New Business Products & Solutions

departmentNumber PIN code

5. Once you have mapped all wanted data, you can either save, keeping the settings but
not syncing right now, or save and synchronize.
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Step 2 - Creating Cardholder Groups
These steps will show you how to create cardholder groups from Active Directory

To Create cardholder groups
Follow these steps to map Active Directory groups to Secure Entry Cardholder Groups:

1. From the Active Directory settings first page, select the first option cardholder groups.

Active Directory

Cardholder groups

Create and manage cardholder groups

Manual synchronization
Update all Active Directory imported cardholders

Data mapping

Map data from Active Directory to cardholders

2. On this page, click the “+” button, on the side pop-up you can then name the group that
will be imported to cardholders under “Name”, and in the “Search Active Directory” find
the groups that you wish to be in this cardholder group. All users in the Active Directory
group will be imported and multiple groups can be selected from the Active Directory.

Edit cardholder groups

Edit an existing cardholder group and Active Directory
groups in the access management system.

Name * (i)
New Business

Search Active Directory '_

Selected Active Directory groups

ACAP_axis_admin x

AxisSE x
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3. From the Create Cardholder dashboard you can now see your created Cardholder group.
This will show you the number of Active Directory groups within, the number of imported
cardholders and the status of the last / next sync.

Active Directory > Cardholder groups

Create cardholder groups

Organize the imported Active Directory groups in cardholder groups and schedule synchronization

+ Add Tj Sync schedule

2023-11-12 3 2023-11-13, 00:00:00

4. Using the “Sync Schedule” button you can choose how often you want these groups to
sync with the data from the Active Directory. The options are Hourly, Daily, Weekly and
Manual. You are always able to still force a manual update from the first page.

Scheduled synchronization X

Select how often you want to synchronize Active Directory
with the access management system for all cardholder
groups.

® Manual

5. You can repeat steps 1 & 2 to create more cardholder group mappings.
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Step 3 - Viewing Imported Active Directory groups and Cardholders.
These steps will show you how to view the imported Active Directory groups and Cardholders.

To view the groups and Cardholders
Follow these steps to view the groups and cardholders:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen. And select “Access management”.

2. From this page you will see all imported cardholders from the active directory and any
you have created manually. To easily Identify the Imported users, they have an info
bubble stating “Active Directory”.

Cardholders Groups

Ashley Rios
8d58b165-c934-4a0b-bc1c-ee3689bdbb0

Peter Lindstrom :
eter Linds o In a group Active Directory
Peter Lindstrom

3. Note that users imported via the Active Directory mapping can only be edited, any data
that has been brought in from Active Directory cannot be edited, but additional
credentials can be added. To view the groups select the “Groups” at the top of the page.

Cardholders

"

=» New Business 2 1 cardholder(s) V4
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Considerations and limitations

e Users added via Active Directory can be edited from Access Management, but the
data brought in cannot be changed, you can add additional credentials to the AD
user.




