PRODUCT SPECIFIC TERMS
FOR

AXIS BODY WORN LIVE

All Your use of AXIS Body Worn Live will be governed by Axis End User License Agreement
(available at https://www.axis.com/legal/end-user-license-agreements) and these Product
Specific Terms for AXIS Body Worn Live (these “Terms”). These Terms shall prevail in case of any
conflict with the Axis End User License Agreement. Any terms used and defined in the Axis End
User License Agreement that are used in these Terms shall have the meaning ascribed to them in
the Axis End User License Agreement.

IMPORTANT: By downloading, installing, activating, accessing or otherwise using AXIS Body Worn
Live, You accept and agree to be bound by the terms and conditions of the Agreement. If You are
accepting the Agreement on behalf of a company or other business entity, that entity will be
deemed the Customer hereunder and You represent and warrant that You have authority to
legally bind that entity to the Agreement. If You do not have such authority or You do not agree
to the terms of the Agreement, neither You nor the entity is permitted to and may not download,
install, access or use AXIS Body Worn Live.

1 ABOUT AXIS BODY WORN LIVE
AXIS Body Worn Live is a cloud-based software service, primarily used to consume live
data and communicate with Axis Products, as further described in the Documentation.
2 LICENSE
The Axis Subscription Model as set out in the End User License Agreement applies to
AXIS Body Worn Live.
3 SUPPORT AND SERVICE LEVELS

Axis shall use commercially reasonable efforts to provide support for and keep AXIS
Body Worn Live available for use by the Customer pursuant to the Axis Service Level and
Support Agreement, available at https://www.axis.com/legal/end-user-license-
agreements, as amended by Axis from time to time.

4 FAIR USAGE

To ensure the quality of service to all our clients, and to ensure that the behavior of
some does not disadvantage the majority of our clients and users, You agree to abide
by any fair use policy which we may apply. Fair usage of the AXIS Body Worn Live is
defined in terms of the duration of streaming and the duration viewed video per camera
yearly. Fair usage typically falls within the range of 3000 hours streamed and 3000 hours
viewed per camera yearly. Should fair usage be exceeded You will be contacted. Axis
reserves the right to throttle usage of AXIS Body Worn Live should fair usage be
exceeded.
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PRIVACY

The Data Processing Agreement (“DPA”) attached hereto as Exhibit 1, is hereby
incorporated by reference in and shall form an integral part of this Agreement and shall
be deemed executed by and between, and legally binding upon, Axis and You. Subject
to Section 14.1 of the End User License Agreement, You are the data controller and Axis
is the data processor in relation to processing of Personal Data (as defined in the DPA)
within the scope of Your use of AXIS Body Worn Live. Thus, Axis may only process
Personal Data in accordance with the DPA.

THIRD PARTY SOFTWARE/NOTICES

AXIS Body Worn Live includes Third-Party Software and Open Source Software. The
applicable Third-Party License Terms and Open Source License Terms are available in
the web client application.




EXHIBIT 1
DATA PROCESSING AGREEMENT

This agreement, including the Specification Annex, the Security Annex and any other documents
attached or referred to below (jointly the “Data Processing Agreement”), is entered into by and
between Axis and You (the “Data Controller”) to govern the data processing operations performed by
Axis in connection with Your use of services (the “Services”) provided by Axis pursuant to the Axis End
User License Agreement (available at https://www.axis.com/legal/end-user-license-agreements) and
applicable product-specific terms for the Services (collectively the “Services Agreement”) and forms
an integral part of the Services Agreement.

1 INTRODUCTION AND DEFINITIONS

The purpose of this Data Processing Agreement is to establish necessary terms and conditions to meet
the requirements the General Data Protection Regulation (EU) 2016/679 (the “GDPR”). Axis will
process personal data on behalf of Data Controller, and Axis is hereby appointed as a ‘data processor’
to Data Controller in the meaning of the GDPR.

In the event of any conflict or inconsistency between this Data Processing Agreement and the Service
Agreement regarding the processing of personal data, the provisions of this Data Processing
Agreement shall prevail. Terms that are explicitly defined in the GDPR and used in this Data Processing

Agreement, such as “controller”, ”processor”, “personal data”, "processing” and “data subject”, shall
be construed and applied in accordance with the meaning set out in the GDPR.

2 Lawful Processing

Axis shall process personal data in accordance with this Data Processing Agreement, the Service
Agreement and Data Controller’s documented instructions from time to time. Axis shall not process
personal data for its own purposes or for any other purpose than what is set out in the Specification
Annex. Axis may also process personal data if required to do so by Union or Member State law to which
Axis is subject. Axis shall inform Data Controller of such legal requirement before processing personal
data, unless the law prohibits such information.

3 Instructions

Data Controller’s instructions to Axis related to processing of personal data are exhaustively set out in
this Data Processing Agreement. Data Controller may provide additional written instructions to Axis
(an ”Additional Instruction”), and Axis has the corresponding obligation to follow such instructions,
subject to this section 3 and provided that Data Controller reimburses Axis pursuant to section 11
below.

Notwithstanding the foregoing, Axis may reject an Additional Instruction if Axis deems that (i) an
Additional Instruction infringes the GDPR or other Union or Member State data protection provisions,
(ii) an Additional Instruction is unnecessary to fulfil GDPR requirements, or (iii) it is not technically
possible or feasible for Axis to adhere to the Additional Instruction. In case of Axis’ rejection of an
Additional Instruction, Data Controller may terminate the relevant and affected parts of this Data
Processing Agreement and the Service Agreement with a notice period of three (3) months.

4 Technical and Organisational Measures

Axis has implemented the technical and organisational measures set out in the Security Annex to
ensure a level of security appropriate to the risks for rights and freedoms of natural persons posed by
Axis’ processing operations. Data Controller hereby confirms and approves that the measures
described in the Security Annex are appropriate for Axis’ processing of personal data under GDPR.

Axis shall ensure that only persons that need access to personal data in order to fulfil their work tasks
as part of the Services have access to personal data, and that such persons are subject to appropriate
confidentiality undertakings.


https://www.axis.com/legal/end-user-license-agreements

EXHIBIT 1

5 Data Transfers

In order to fulfil its obligations under the Service Agreement, Axis or its subcontractors may process
personal data using infrastructure, equipment, subcontractors or resources that are located outside
the EU/EEA, and/or otherwise transfer personal data outside the EU/EEA, provided that (i) Axis ensures
a legal mechanism for the transfer in accordance with chapter V of the GDPR, such as entering into
standard contractual clauses adopted by the EU Commission from time to time; and (ii) Axis
implements appropriate and effective technical and organizational safeguards to protect the personal
data.

6 Obligation to Provide Information and Assist Data Controller

Axis shall assist Data Controller by appropriate technical and organisational measures, for the
fulfilment of Data Controller’s obligations regarding personal data, such as assistance in responding to
data subjects’ requests and/or to rectify, erase, restrict and/or block the processing of personal data
if so requested by Data Controller.

Axis undertakes to notify Data Controller in writing of any personal data breach without undue delay
after the personal data breach is detected by Axis. Where, and in so far as, it is not possible to provide
full and comprehensive information at the same time, Axis may provide the information in phases,
provided that Axis (i) explains the reasons why full and comprehensive information cannot be
provided, and (ii) provides any missing or outstanding information without unnecessary delay. The
notification shall be sent to the designated contact in Data Controller’s account in the Services, unless
otherwise agreed in writing. Axis’ notification of or response to a personal data breach will not
constitute an acknowledgment of fault or liability with respect to the personal data breach. The
obligations in this Section 6 do not apply to personal data breaches that the Data Controller is already
aware of, such as personal data breaches caused by Data Controller or Users.

Axis shall also, upon Data Controller’s request, assist Data Controller in fulfilling Data Controller’s
obligations on data protection impact assessments (where related to the Services, and only to the
extent that Data Controller does not otherwise have access to the relevant information) and prior
consultations.

7 Contact with Data Subjects and Supervisory Authorities

Axis shall notify Data Controller about any and all contacts with data subjects, supervisory authorities,
and/or any other third party regarding Axis’ processing of Data Controller’s personal data. Axis does
not have the right to represent Data Controller or in any other way act on behalf of Data Controller in
relation to any data subject, supervisory authority or other third party. In the event that a data subject,
supervisory authority, or any other third party requests information from Axis regarding processing of
personal data on behalf of Data Controller, Axis shall (unless prohibited by law) refer such request to
Data Controller and await further instructions.

8 Right to Audit

Axis shall provide Data Controller access to all available and necessary information to demonstrate
that Axis has fulfilled its obligations under the GDPR. Axis shall also contribute to audits, including
inspections, if and to the extent such audits are required to comply with mandatory law and/or
conducted by a supervisory authority having authority over Data Controller’ s operations.

Data Controller shall request an audit of Axis in writing at least thirty (30) days in advance; such request
to include a comprehensive audit plan indicating what information and resources that Data Controller
expects Axis to provide to support the audit. Any audit shall be (i) performed by an independent
certified public accountant or the equivalent selected by Data Controller and acceptable to Axis, and
(i) carried out during normal business hours, and Data Controller shall take all necessary measures to
minimize disturbances on Axis’ business operations. Data Controller must reimburse Axis for its time
expended in connection with an audit at Axis’ standard hourly rates, which will be made available to
Data Controller on request. In addition, Data Controller undertakes to ensure that every person who
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carries out the audit approves Axis’ security policies and upon Axis’ request, signs a confidentiality
agreement with Axis. Axis shall under no circumstances be obliged to disclose information that is
confidential under law or agreement, nor Axis’ trade secrets or other similar information. Data
Controller must promptly disclose to Axis any written audit report created, and any findings of
noncompliance discovered, as a result of the audit. Data Controller may not perform more than one
audit in any 12-month period, except where required by a competent supervisory authority.

To the extent Axis can demonstrate Axis’ compliance with the obligations set out in this DPA and the
GDPR by providing written documentation, Data Controller undertakes, unless required by a
competent supervisory authority, to primarily use and rely on such written documentation to satisfy
Data Controller’s need for information. If Data Controller can demonstrate that the written
documentation provided by Axis is clearly insufficient, Data Controller may request an audit in
accordance with the preceding paragraph.

9 Subcontractors

Data Controller hereby grants Axis a general written authorisation to engage subcontractors for
processing of personal data. Upon Data Controller’s request, Axis shall inform Data Controller of all
engaged subcontractors and their geographic location. Furthermore, Axis shall inform Data Controller
by way of posting an update on its webpage and/or by providing the relevant information in the
relevant Service, of any plans to engage new or replace existing subcontractors, and thereby giving
Data Controller the opportunity to object to such changes. Such objections by Data Controller shall be
made in writing without undue delay from receipt of the information by Data Controller. Axis shall
provide Data Controller with all information that Data Controller may reasonably request to assess
whether the appointment of the proposed subcontractor complies with Data Controller’s obligations
under this DPA and the GDPR. If, in accordance with Data Controller’s justifiable opinion, compliance
with these obligations is not possible through the proposed subcontractor but the subcontractor is
appointed by Axis, Data Controller is entitled to terminate the Service Agreement and this DPA at no
extra cost (and notwithstanding anything to the contrary in the Service Agreement). If the objection is
not justified, Data Controller is not entitled to terminate the Service Agreement or this DPA.

Axis shall enter into a data processing agreement with each subcontractor. Such agreement shall
impose obligations on the subcontractor that are essentially the same and corresponding to Axis’
obligations under this Data Processing Agreement.

10 Confidentiality

In addition to the confidentiality undertakings in the Service Agreement, Axis undertakes to not
disclose personal data or otherwise reveal information about the processing of personal data to any
third party without Data Controller’s approval.

Axis shall ensure that each person who has access to personal data is subject to a written
confidentiality undertaking.

The confidentiality undertaking above shall not prevent Axis from sharing personal data or information
with subcontractors, provided that Axis has entered into a data processing agreement in accordance
with section 9 above. Such data processing agreement shall however include a corresponding
confidentiality obligation for the subcontractor.

If a competent authority requests information from Axis regarding the processing of personal data,
Axis shall inform Data Controller thereof without undue delay. Axis may not act in any way on behalf
of Data Controller or as its agent and may not transfer or otherwise disclose personal data or other
information relating to the processing of personal data to third parties without the prior consent of
Data Controller, unless it is required by GDPR or other Union or Member State data protection
provisions or pursuant to a non-appealable decision by a competent court or authority.
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11 Compensation

The Services are generally designed to enable Data Controller to comply with the GDPR without any
additional work efforts from Axis, e.g. by means of built-in functionality to retrieve and delete user
data in the Services. If and to the extent Data Controller still requests Axis to perform work which is
out-of-scope of the Services, Axis is entitled to charge and receive fair additional compensation in
accordance with Axis’ standard hourly rates (unless otherwise agreed). Without prejudice or limitation
of the generality of the foregoing, this means that Axis may charge for the following efforts:

e To assess and, if applicable, adhere to and comply with Additional Instructions;
e To assist Data Controller in responding to requests from data subjects exercising their rights
under the GDPR.
e  To assist Data Controller with data protection impact assessments and prior consultation in
accordance with section 6.
e  To allow for and contribute to audits carried out by Data Controller in accordance with
section 8.
e To assist Data Controller with transfers of personal data in connection with termination of
the processing in accordance with section 12.
[ ]
12 Termination of Processing of Personal Data
Unless another procedure for download/recovery of data in connection with termination of the
Services Agreement is described in the Services Agreement, Axis shall upon termination of the Services
Agreement (regardless of cause) at Axis’ discretion either (i) transfer all personal data to Data
Controller in a suitable manner and in format that Data Controller instructs; or (ii) permanently delete
and erase all personal data and any existing copies thereof. Following such transfer or deletion, Axis
shall ensure that personal data cannot be recovered by Axis.

13 Term

This Data Processing Agreement enters into force upon Data Controller’s acceptance of the Services
Agreement and shall remain in force for the duration of the Service Agreement and as long as Axis
processes personal data (whichever is longer).

14 Governing Law and Dispute Resolution

This Data Processing Agreement is governed by the laws set out in the Services Agreement. Any dispute
regarding the interpretation or application of this Data Processing Agreement shall be settled in
accordance with the dispute resolution clause in the Service Agreement.

* k %



DATA SPECIFICATION ANNEX

Purposes and
the subject-
matter of the
processing

Categories of
Personal Data

Categories of
Data Subjects

Duration of the
Processing

Technical and
Organisational
Security
Measures

Sub-processors

The subject-matter of the processing of personal data is described in the Service
Agreement.

Personal data will be collected and processed as part of the Services for the following
purposes:

Personal data shall be processed for Axis’ provision of services according to the Service
Agreement. Axis will solely process personal data for the purposes of providing the
services to the Data Controller according to this Data Processing Agreement and the
Service Agreement and as initiated by the Data Controller by use of the Services.

Data Controller herby instructs Axis to process the personal data described below on
behalf of Data Controller (as part of the Services).

The following categories of personal data will be collected and processed as part of the
Services: video and photo images, audio, username and userID for each camera wearer,
MAC-address/serial number and IP-addresses of Axis Products and location data.

The personal data will concern the following categories of data subjects:

Users of the Axis Technology
Persons included in video and photo images

Personal data will be retained and processed by Axis for the duration of the Services
Agreement and as long as Data Controller has an active account in the Services.
Thereafter, the personal data will be returned or deleted pursuant to section 12 in the
Data Processing Agreement).

The Parties have agreed that the security measures stated in the Security Annex constitute
appropriate technical and organisational security measures to protect personal data from
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access
when transmitted, stored or otherwise processed.

Axis may and will engage the sub-processors listed on
https://bodyworn.axis.com/legal/subprocessors.html from time to time. Axis shall notify Data
Controller of any changes to subcontractors in accordance with section 9 in the Data
Processing Agreement.
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SECURITY ANNEX

TECHNICAL AND ORGANIZATIONAL MEASURES
Axis has implemented and will maintain the following technical and organizational measures with respect to
the Services:

a)
b)

c)

e)
f)

g)

h)
i)

Measures of encryption of personal data at rest. E.g., by using AES 256-bit or better.

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing
systems and services. E.g., there is no access to customer video and audio data, which is fully
encrypted with encryption keys outside of Axis control.

Measures for ensuring the ability to restore the availability and access to personal data in a timely
manner in the event of a physical or technical incident.

Processes for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures in order to ensure the security of the processing.

Measures for user identification and authorization.

Measures for the protection of data during transmission; data is encrypted in transit using at least TLS
1.2 or TLS 1.3. Video and audio data is end to end encrypted between the camera and the viewer’s
client using asymmetric cryptography. A key-pair is generated on the viewer’s client. Neither public
nor private key is shared with Axis. The public key is installed on the hardware by the user. Data is
encrypted so that it can only be read using the private key on the viewer’s client

Measures for the protection of data during storage. E.g., by using multiple physically and logically
separated data centers. For video and audio data the keys are generated by the customer, and Axis
has no access to the private keys.

Measures for ensuring physical security of locations at which personal data are processed.

Measures for ensuring system configuration, including default configuration. E.g., the use of tools to
scan infrastructure and identify vulnerabilities.

Measures for internal IT and IT security governance and management.

Measures for certification/assurance of processes and products. E.g., by conducting both internal and
external security audits.

Measures for ensuring data minimization and that only necessary personal data, considering the
purpose of the service provided, is collected and processed.

Measures for ensuring data quality. E.g., processes for ensuring that personal data is correct and up to
date.

Measures for ensuring limited data retention.

Measures for ensuring accountability.

Measures for allowing data portability and ensuring erasure.
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