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How To.

Configure QR Code access solution in AXIS Camera Station

Introduction

This how to document will show you how to set up the selected device(s) as a Vaxtor
Automatic license plate recognition and how to configure license plate as a credential
within Axis Camera Station.

ﬂrerequisites \

AXIS Barcode supported Intercom or Camera
AXIS A1601 Door Controller x.x.x.x or later
AXIS Camera Station 5.49 or later

Vaxtor Automatic license plate recognition ACAP x.x.x or later

AXIS License Plate Verifier License

\_

Please note that Axis doesn’t take any responsibility for how this configuration may
system. If the modification fails or if you get other unexpected results, you may h
settings to default.
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Step 1 - Adding/updating & setting up devices

Start by adding the unit(s) to Axis Camera Station and ensuring that they are running the latest
firmware. For the devices used we require the use of HTTPS for end-to-end security, these
devices should also use ACS as an NTP. Only the door controller is required to be added to Axis
Camera Station, but the intercom or camera can be added. Ensure either way that all devices
are on the latest firmware.

To add the devices
Follow these steps if you need to add the devices:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Devices” and under this drop-down select “Add Devices”
3. On this page if the units are in your network, you should see them, if they are missing

then you can try do a manual search via the button “Manual Search”. If they still cannot
be found, please check the units are powered and are on the same network.

4. If the units are greyed out, this means they require the password for the unit, this is
entered by clicking on the “Enter password” under status for the unit.

5. Once you see the units you wish to add, you can hold down the “ctrl” key and select the
units, then click add found on the bottom left.

6. Follow the pop-up wizard to add these devices
Add devices

Choose how to configure your devices

@ Quick configuration

() Site Designer configuration

Use hostnames instead of IP when pessible
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To update the devices
Follow these steps to update your devices:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Devices” and under this drop-down select “Management”

3. From this page hold “ctrl” and select the devices, once selected press the update
firmware button.

4. Inthe popup select the latest firmware in the list for each device (for the A1601 ensure to
select the latest Secure Entry track) and press “OK”

5. The update can be monitored via the “tasks”

Upgrade Firmware

Select firmware versions for upgrade
Check for Updates | Browse...

Model Quantity | Firmware Upgrade Type

| AXIS A8207-VE... 1 10.9.4 10.9.4 (Active, Download) - Standard

| Select / Deselect all Latest check for updates: 16/02/2022 11:09:55

Help Cancel
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To setup the devices
Follow these steps to setup your devices:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Devices” and under this drop-down select “Management”

3. Right click on the device and select “Security — HTTPS — Enable/Update”

Manage devices

2000928 S

1 devices, 1 selected

MName MAC address Status Address

O Axis A1601 SE ACCCBEB362F8 OK 192.168.1.219
Assign IP Address...
Configure Devices 4

User Management »
HTTPS Enable/Update

Upgrade Firmware... IEEE B02.1X » Disable
Set Date and Time... Certificates  »

Restart

Restore to Factory Settings

Install Application..

Collect Device Data...

Connection

Reload

Tag Devices...

4. This will create a task in the task and alarms, once this has completed, HTTPS is
enabled on this device.

Alarms = Tasks

Name Start Message Owner Progress

= Enable HTTPS 10/10/2022 09:58:31 Enabling HTTPS... AXISNVR-20RNKR...
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5. Next to setup is the time & date on the device, we do this but right clicking on the device
in Devices — Management and selecting “Set Date and Time...”

Manage devices

20009285

1 devices, 1 selected

Name MAC address Status

0  Axis A1601 SE

Assign IP Address...
Configure Devices

User Management
Security

Upgrade Firmware...
Restart

Restore to Factory Settings
Install Application...

Collect Device Data...
Connection

Reload

Tag Devices...

6. Inthe pop-up select yes, In the next pop-up under “Time Mode” choose the first option,
“Synchronize with server computer time”

Date and Time Settings

Device time

10/10/2022 10:07:18

Time zone

Time mode

® Synchronize with server computer time
O Synchronize with NTP server

O set manually

‘ Help ‘| Cancel |

7. This will then add a task in the task and alarms, once completed the time will now be
synched with the computer server time.

Alarms = Tasks

Owner Progress

Start
10/10/2022 10:08:41

Message

Restarting devices... AXISNVR-20RNKR...

Name

= Set date and time
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Step 2 - How to create/edit a schedule

Creating/editing a schedule to use in Secure Entry

These schedules would be used for setting specified time periods for identification profiles and
access times for cardholders or door unlock schedules.

Follow these steps to create a schedule:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Recording and events” and under this drop-down select
“Schedules”

3. To edit a schedule, highlight the schedule you wish to edit, if you wish to create a new
schedule, press new.

4. To edit this schedule hold and drag the cursor along the time for each day that you want
the schedule to be running. Blue highlighted will be the active times on each day.

5. Once you are happy with your schedule you can provide it with a new name in the name
field and click apply.

Schedules

W scl
Override schedule Add...

000 0300 06:00 0300 1200 1500 1800 2100 0000
PUD 0] o | | 1| 1| ([ 11 |
FELETETELT | i || 1|11 ] 1]
[ELUTUL] T | ontofnfoinfebmtofmnimfminta | [ ([ 1|1 1] 1]
[ELEL UL ]| oo | | 1] 1| 1 [ 1] 1] |
[ELETELEL | oo | | 1| 1| 1|1 1] 1
FEPERERE e e e b e e e e e e e
PEPEPEL I e p e e e e e e e e f ey
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Step 3 - Configuring VaxALPR identification profile

To create the VaxALPR identification profile

If you are wanting a multi-factor authentication or multiple types of credentials (card or License
Plate) you will need to create a new identification profile, the license plate credential can be used
with any of the other types to add another level of security.

Follow these steps to create:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

1. From the left menu select “Access control” and under this drop-down select “Identification
Profiles”

2. On this page license plate as an identification alone exists, to create a new identification
type select “+ Create identification profile”

3. Give the profile a name and for each side configure the required credentials using the “+
Add” then in the drop-down tick the identification types you wish to be presented to grant
access, after select the schedule this applies too. Then select “Ok” in the bottom right.

reate a profiles to co

|dentification profiles

New identification profile

Licence Plate + Card Always

Side A

Configure identification
profiles for accessing the door

from side A.
Card & License plate number Always

Side B

Configure identification

profiles for accessing the door

from side B.
Card & License plate number Always
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Step 4 - Creating a door with a license plate reader

To create a door/add a license plate reader to an existing door

If you have a door already configured in your system and wish to add the license plate reader,
click on the three dots and select “edit” once on the config screen follow from step 5

Follow these steps to create a door:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Access control” and under this drop-down select “Doors and
zones”

3. On this page press “+ Add door” and in the pop-up give the door a relative name, select
the Type “Door and select the door controller in the third drop down, then press “Next”

New door

Create a new door configuration.

Name

Doors and zones

Doors Zones

~+ Add door Edit

10
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4. Proceed to configure the locks with the correct relay and door monitors (if used)

5. On the side you wish to have the license plate reader select “+Add” and select “license
plate reader

Side A

—+ Add v Edit Remove

Card reader

] REX device

B8 Barcode reader

(= License plate reader

6. On the right pop-up select reader Provide the Reader a name and click “Add”

Add License plate reader

WETG

Go to Configuration > Access control >
Encrypted communication > External
Penpheral Authentication Key to create a
connection with the door controller.

11
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7. Once created, in the first tile, you can change the “identification profile” to License plate.

Overview  Door settings @

Device IP address Type Security levels Unlock schedules
AXIS A1610 192.168.1.208 Door - -

Name

‘ Main Gate

Primary lock Secondary lock

‘ Relay 2 \| | Not connected

Identification profile

License plate ~

To apply License plate identification profile to door after the door is created

If you create a new identification profile or wish to change to another after creating the door, this
can be done from the Doors and zones page.

Follow these steps to apply:

1.

In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

From the left menu select “Access control” and under this drop-down select “Doors and
zones

Highlight the specific door and click “identification profile”

-+ Add door Edit [i] Delete [ Pin chart Secure Channel Unlock schedules

Name T Type Device IP address

Lab Room Door AXIS A1601 192.168.1.219

Main Entrance Door AXIS A1610 192.168.1.208

Main Gate AXIS A1610 192.168.1.208

12



Configure QR Code access solution in AXIS Camera Station

4. In the side menu select the identification profile you wish to use, and click “Apply”

Identification profile

An identification profile 1s a combination of
identification types and schedules.
Administration of the system can apply an
identification profile to any door to determine
how and when a cardholder is granted access
to a door. An identification profile is required
on all door configurations.

Select identification profile

License plate

Step 5 - Configuring the VaxALPR License Plate Verifier ACAP

To configure the ACAP
Next we need to configure the ACAP (Axis Camera Application Platform) this is installed and

configured directly on the device which will be reading the license plate credentials, as this is
used to connect the created reader in AXIS Camera Station to the device allowing the license
plate access.

The installation and licensing of the ACAP can be done via ACS or directly on the device.
Follow these steps to install via ACS:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Devices” and under this drop-down select “Management”
3. Highlight the device and click the install application symbol (puzzle piece with +)

4. Choose “Browse to Application” select the barcode ACAP file and press “Next”.

5. Say yes to installing licenses and press “Next”

6. Click “Browse” and select the license file, then press “Next”

7. Finally click “Finish”
13
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Follow these steps to install via the webpage:

1. In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen.

2. From the left menu select “Devices” and under this drop-down select “Management”

3. Then click on the IP address of the supported device (you can access this via a browser
instead)

4. On this tab select “Apps” then “+ Install app” on the next page select the AXIS Barcode
ACARP file and click “Install”

5. Once installed, from the services page select “settings” on the AXIS License Plate
Verifier ACAP.

6. Click “Activate Licence” on this page select the licence file or enter in the licence key and
click “Ok”

Follow these steps to configure:

1. From the management page in ACS, click on the IP address of the device to open a new
tab displaying the web GUI, from here select “Apps”

2. Now you can start the VaxALPR On Camera ACAP and select “Open”

3. Press “OK” on the pop-ups that appear, then press “Skip” system setup. Then click on
“Settings” and “OK” on the pop-up.

4. From the settings menu, select the burger/three bars top right and select the “reporting”
option.

Plates

Settings

tr Reporting

Blacklist
Whitelist
Grammar Exceptions

Region of Interest
Show Logfile

Upload XML Config

Download XML Config

14
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5. On this page select the cog bottom left, in the pop-up tick “AXIS Camera Station Secure
Entry” and press the Save icon to confirm.

Reports to show x

(JA1001 AXIS Camera Station
Secure Entry

(JBOF 2 2N

(1) Daily Upload [ Digital Barriers

[J Dorlet OFTP

() Genetec [ Genetec ALPR Plugin

(JJSON2 LIM3

(L) NEDAP Protocol [ Network Optix

() Overlay (J Pushbullet

CJRSP () Smart Parking

o T1CP [JTCP Server

JutMmC JutTMC2

() Vapix () Write Result

O, (e)(m)

6. Now in reporting you will see AXIS Camera Station Secure Entry, click on this to expand
the option fields. Tick the active box and provide the IP address of the controller this will
be connecting to and retrieve the API key from ACS. Please see the next step on how to
retrieve this key. Finally click the save icon below the settings.

Optional reports

AXIS Camera Station Secure Entry

Active

Host (IP address) Resource
169.254.224.93 Configured item v
Api Key

7QewQbs910RPpuMQyChGRrbhMBF4fczWTzIszT06¢105M2gLoSplFR\

(0)

15
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7. The authentication key can be retried from the Configuration tab under “Access Control”
— “Encrypted communication” and selecting “Show authentication key” then click the
“Copy key” button then return to the ALPV tab/webpage and paste this key.

< External Peripheral Authentication Key

Authentication key

EEmC

NOTE

For more details on how to configure the AXIS License Plate
Verifier ACAP please visit the product page on Axis.com

16
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Step 6 - Creating License plate credential

To create the license plate credential
Now we can provide the license plate credential to either new or existing cardholders.

Follow these steps to create:

1.

In Axis Camera Station open the configuration tab via the “+” symbol found at the top of
the screen. And select “Access management”

From this page you can either create a new cardholder via the “+Add” button. If you wish
to add a license plate to an existing cardholder, find them in the cardholder highlight the
cardholder and select “edit”.

Cardholders and groups

T Delete & Suspend B> Credentials

1 selected

[®]  First name Last name Status Origin

O eAlexander Strandberg
@Ashley Rios

In the cardholder, fill out the name fields, then under credentials click the “+” and select
the license plate symbol button.

Cancel

Cardholders and groups > Ashley Rios

Ashley Rios

¥ Local

Cardholder picture -

& General %, Advanced

First name

Ashley

Last name

Rios

Email

ashley.rios@axis.com

17



Configure QR Code access solution in AXIS Camera Station

Credentials

an Qr-code

E PIN
=] Card

—j License plate

4. Give the license plate a name, under you can provide the license plate number of the
cardholders vehicle. Then decide the expiration date in the below fields. Finally click
“Add” then click “Save” top left.

New license plate

Credential name

License plate number

ABC 123

Valid from

2024/12/03 (=]

Valid to

18
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Considerations and limitations

1. The use of a Door Controller requires HTTPS to be enabled

2. Support up to one license plate credential per cardholder and in total 5
credentials (including card, PIN and license plate) per cardholder.




