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> Founded in 1984

> IT company driving the shift towards digital video 
surveillance products

> Global partnerships through distributors, resellers and 
system integrators 

> Offering the market’s broadest portfolio of network video 
products

> Focused on Network Video Solutions (99%)

> Worldwide presence in more than 20 countries, 850 
employees*

> Listed on NASDAQ OMX, under the ticker AXIS

This is Axis 

*June, 30 2010
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Axis’ two main product areas

4

>  Network Video Solutions

- Worldwide #1 position

- More than 2,000,000 network cameras installed

>  Network Print & Scan

- Worldwide #2 position in Print

- Installed base of more than 3,000,000 units
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Growth of the global market

Growth
10%

Growth
10%

Growth
40%

Growth
40%

CCTV Network
Video
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Axis video sales 1996-2009

US$ 300M
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Emerging market trends

> Digital replacement of analog equipment

> Open architecture software

> Using and sharing IT networks for surveillance

> The merger of Security and IT functions

> Strong security concern

source: J.P. Freeman
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Emerging technology trends

HDTV

Compression

Intelligence
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Technology leadership

> Continuously high investment in R&D

> In-house developed ASIC technology
– ETRAX for networking

– ARTPEC for network video functions 

> Innovative network solutions
– 1991 First to introduce a multi-protocol print 

server

– 1996 First to introduce a network camera

> Open standards
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Troubleshooting  101
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Troubleshooting basics…

>  Use ACM to aid troubleshooting process

>  Verify the cabling adheres to the IEEE standards

> If using PoE, verify sufficient power available from 
the switch for all devices connected

> Try multiple ports on PoE switch or multiple power 
adaptors

> Verify IP addressing is correct & subnet or VLAN 
configuration is correct

> Ensure AXIS Media Control applet is installed for 
video viewing
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Keep with the standards...

Type Data rate Transmission media Distance

10BASE-T 10 MBit/s Twisted Pair Cable (TP) Cat. 3 100 m

100BASE-TX 100 MBit/s Twisted Pair Cable (TP) Cat. 5 100 m

100BASE-FX 100 MBit/s Fiber Optic Cable (MMF) 2.000 m

1000BASE-SX 1.000 MBit/s Fiber Optic Cable (MMF) 500 m

1000BASE-LX 1.000 MBit/s Fiber Optic Cable (MMF or SMF) 2 m to 5 km

1000BASE-T 1.000 MBit/s Twisted Pair Cable (TP) Cat. 5e 100 m

10GBASE-LX4 10.000 MBit/s Fiber Optic Cable (MMF or SMF) 2 m to10 km

10GBASE-T 10.000 MBit/s Twisted Pair Cable(TP) Cat. 6a to 7 100 m

Extract of Ethernet Standard variations
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Power over Ethernet Overview

> The current standard for nominal powering is 802.3af

– 48 V DC, 15.4 W max on the switch or midspan side (Power Sourcing Equipment – PSE)

– 12.95 W on the device/camera side (Powered Device – PD)

– Often referred to as ”PoE”

> Does not affect data transmission rates or maximum cable lengths

> Backwards compatible (will not damage equipment not using PoE)

> High Powered/PoE+ standard is 802.3at

– 48 V DC, 30.0 W max on the switch or midspan side (Power Sourcing Equipment – PSE)

– 25.5 W on the device/camera side (Powered Device – PD)

– Often referred to as ”Hi-PoE”
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Power over Ethernet powering standards
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Identifying network properties
> ipconfig /all command showing IP addressing information, including subnet and 

DHCP status
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Internet Control Message Protocol (ICMP)
> Using ping command to verify device connectivity

Successful ping

Failed ping
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A good place to start...

Layer 1: Physical

Internet Explorer

PC hardware
and cables

OS (XP)

Layer 2: Data link

Layer 3: Network

Layer 4: Transport

Layer 5: Session

Layer 6: Presentation

Layer 7: Application
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A good place to start...The Physical Layer

Layer 1: Physical

Layer 2: Data link

Layer 3: Network

Layer 4: Transport

Layer 5: Session

Layer 6: Presentation

Layer 7: Application

Is the cable connected?

Is the device powered on?

Is the LED indicators correctly flashing?

Does ACM indicator an HTTP connection error?

Are any devices connected to that switch
accessible?

Do you have access to camera but no 
video is displayed?

Does your browser have any errors displayed?

Can you access the device via FTP?
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Axis Camera Management

Use ACM for an aid to troubleshooting

>  Automatic discovery of AXIS devices on the 
network either on the local network or other 
subnets

> Utilize the Detail View for camera status

> Create a template from the camera to restore the 
camera in the event a factory default is required 

> ACM can aid in the firmware upgrade process to 
ensure the latest software is installed
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Axis Camera Management Error Messages
> IP Invalid - The device's static IP address is outside the valid IP range of the local network, but it is still 

possible to configure the device, upgrade it, etc. using AXIS Camera Management. 

> Not Accessible - The device cannot be contacted, which may be due to a problem with the network 
connection or the device itself

>    IP Invalid/Not Accessible - A combination of both IP Invalid and Not Accessible

> Credentials Mismatch - The user name and password used by AXIS Camera Management to access the 
device does not match any of the administrator accounts on the device

> HTTP failed (Ping or UDP ok) - AXIS Camera Management can access the device using PING and/or 
receives packets from the device using UDP, but the connection fails when using HTTP or HTTPS. This 
situation can be caused by incorrect proxy settings,  an HTTP/HTTPS  mismatch or neith er HTTP nor HTTPS 
has been enabled in the device 

> Invalid Certificate - The device cannot be accessed because HTTPS is enabled and only devices with a 
valid certificate can be contacted

> IP/Credentials Invalid - Both the IP and Credentials are invalid

> No Credentials - AXIS Camera Management does not have credentials specified for the device
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AXIS Camera Management – Status of cameras 

Choose the detailed view to show camera status

Incorrect username/password

Device no longer
accessible
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AXIS Camera Management Templates

> Configure all device parameters, either Online  directly into the unit or

Offline – into a file for upload to single or multiple units

> Backup and restore functionality

select and add parameters from the 
sections on the left
enter/change the parameter values in 
the Design area on the right.
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AXIS Camera Management – FW upgrade 

Download latest firmware from Axis 
(using myAxis)
Select unit(s) to upgrade
Select firmware
Select upgrade mode

– Parallel 
– Sequential

Upgrade options 
– Reset to factory defaults
– Stop on errors
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AXIS Media Control:  Installation and troubleshooting
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Install AXIS Media Control - ActiveX component
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Install ActiveX H264 
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Install ActiveX H264 
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Install ActiveX H264
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AXIS Media Control – ActiveX component troubleshooting

Steps to take when Axis Media Control can’t be installed:*
1.    Trusted site: Add your Axis device as a trusted site; Open Tools > Internet Options > Security > Trusted Sites Press "Sites..." button

Add the Axis device's IP-address, then click on the general tab and delete your temporary internet files, then close out Internet Explorer and restart
2.    Confirm that you have logged in with Administration rights on the computer
3.    In Vista, disable ‘User Access Control ‘
4.    Answer "Yes" when asked if you wish to allow the installation.
5. Go to your Add/Remove programs and delete ‘Axis Media Control Embedded’.  Then go back & access the camera again, the download should 

complete successfully.
6.    Temporarily disable any firewall or Antivirus programs.  They may prevent installing AMC or ActiveX components.
7.    Under Tools>Internet Options>Security>Security level for this zone:  Temporarily set this to low if possible.
8.    Under Tools>Internet Options> Advanced> Scroll down to ‘Security’ and temporarily enable 'allow active content to run in files on My Computer' 
9.    Confirm no proxy server is in use.  Under Tools>Internet Options>Connections>LAN Settings.  If one is, check  ‘Bypass Proxy for local addresses’

and specify the camera’s IP address. 
10.   Download the latest version of AMC from here:  http://www.axis.com/techsup/software/amc/software.php

If no video is displayed, verify the AMC applet is installed.

*Created by lmcgrory
*Created on 9/25/07
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Image Issues
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What are some common Image Issues?

• Blurred images
• Halo effects
• Color effects
• Focus Issues
• Lines in Picture
• Black Image
• Camera Noise
• Interlacing
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Common Image quality issues
> 503 problem and no video

– Check Connection list to see how many clients are connected

– Try factory default and isolated environment before doing RMA

> Loosing connection to video and white image might be both HW and FW issue

> Black image/white image – DC iris/connection to sensor

> For low light

– Priority between Low noise/Motion

> Focus
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503 error
> Number of clients really 

exceeded – see Connection list

> Hardware

> Firmware

> Try in isolated environment, 
access http://IP/axis-
cgi/jpg/image.cgi

– Strange configuration 
with empty default router, 
always try factory default 
and simple configuration 
IP, valid subnet mask and 
default router
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Interlace image appearance with fast moving objects

A solution is to verify the deinterlace filter is enabled in the encoder 
or a progressive scan camera is used 
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Noisy Image

Noise lines in an image might be a symptom of an image sensor problem
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Soft focus in B & W mode (image slightly out of focus)

Soft focus in black & white mode with a day/night camera most likely due to a 
non IR-corrected lens being used.  
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Black/white or differently colored image 
> When up to hardware:

– Black – DC iris connector or 
regulation electronics might be 
broken

– On P1346 you need to restart 
the camera after changing to 
DC iris lens

– White – Could also be a sensor 
problem or connection to the sensor 
problem inside the camera

– Different other effects, possibly the 
issue in hardware, but not excluded 
that firmware can be improved or 
compensate

– Keep the camera inside the operating 
temperature/humidity  range
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IR cut filter issue?
> Purple toned image 

possibly indicates an 
IR Cut filter 
malfunction

> On day/night 
cameras, switching 
the IR cut filter off/on 
a few times can 
sometimes reset the 
filter and remedy the 
issue

> Carefult not to 
confuse with white 
balance settings, try 
fixed options as a test
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Motion and low noise priority in low light
> When Low noise is priority, 

the camera will increase 
exposure time to 1/6 s (or 
configured Max Exposure time) 
and then start to apply gain 

> When Motion is priority, the 
camera will increase the  
exposure time to 1/30 s and 
then start to add gain, if not 
enough, it will go to Max 
Exposure time

> Prioritize motion to avoid 
motion blur (increase frame 
rate in low light), increases 
noise 

– And/or decrease max 
shutter time

> Noise is normally decreased 
either by increasing Max 
Exposure time (drawback 
motion blur) or decreasing Max 
gain
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Image Quality issue fixes?
>   Verify sufficient lighting in the scene, add light if neccessary
>   Verify camera is not looking into the lighting source
>   Verify DC-iris (if equipped) is enabled
>   If possible, try to refocus the camera without housing/dome in place
>   Try using a different lens to verify functionality 
>   Check and clean the lens and bubble if a dome camera

- lens can be cleaned  with Isopropanol and a Q-tip
>   Use another browser or PC to connect to the camera
>   If housing is used, test image with camera removed from housing
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Image Quality issue fixes?
> Try adjusting focus manually in different scenes if not satisifed with the auto

focus on PTZ cameras/domes to determine if HW issue
> PTZ Camera/dome can auto adjust to light sources, use manual focus 

on the scene
> Firmware v5.06.1 for P13 Series ’saved back focus after restart’ fix
> Use an IR corrected lens for day/night cameras
> Use Advanced focus, adjust focus window on P13 Series
> Calibration might need to be done on P33 Series (see web interface)
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Connectivity issues
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General Connectivity Troubleshooting steps and documentation

In some cases, the Axis camera can disconnect from the network after a period of 
uptime.  A restart of the camera often resolves this issue.  As the camera is part of a 
network installation and often used with recording software applications, the 
identification of the cause for this disconnection can be difficult.  Many variables are 
involved.
Because the issue is usually random, a network trace can be useful. If possible, 
using a tool like Wireshark, make a network trace of regular communication to and 
from the camera.
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General Connectivity Troubleshooting steps and documentation

Verify latest firmware version is installed on the camera(s) with this behavior
Perform a power restart and back up the current configuration with ACM

Detail and verify the following:
- How many video products (including other models/vendors) are installed?
- Are the cameras installed indoor/outdoor?
- What is that environmental temperature when a camera disconnects?
- Are the cameras powered via PoE or alternative power supplies?
- Does it happen on a regular basis? When?
- Does it happen exactly after the same number of days?
- Does it happen at a specific time (hour)?
When the issue occurs, is it possible to access the camera in an alternate methods, 

such as: ping, ftp, setup pages, Live View
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General Connectivity Troubleshooting steps and documentation

Are there any exact steps you can take from restart of the product to make it to stop 
responding? If yes, detail as closely as possible.
Document as much of the following info as possible:

Which power connection is used?
- Cable length and wire diameter from power supply to camera
- Voltage and current output of the power supply
- What is the measured voltage at camera when disconnected and when operating?
LED status on the camera 
If PoE is used:
- Which PoE switch/Midspan?
- How many units are connected to the same PoE switch?
- What are the power classification classes used by these units?
- Is the heater used?
- Is the fan running/used?
- Was there recently a power failure?
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General Connectivity Troubleshooting steps and documentation

Network check list
- Which switch model are the cameras connected to?
- What is the status of the LEDs on camera and switch?
- Which cable is used? 
1. shielded (STP) or unshielded (UTP)
2. standard (Which brand?) or custom made
3. cable length
-How many cameras are connected to one switch?

Software check list
- Which video stream, M-JPEG, MPEG-4 or H.264, is used?
- How many users have access at the time of disconnections? This includes FTP, telnet 
connections & Software applications as well.
- Is there an error message displayed in the application?
- Does the application also become unresponsive or crash?
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General Connectivity Troubleshooting steps and documentation

If S/W application is used:
- Which application is used?
- Which stream and which resolution, compression, frame rate?
- Snapshot of the browser error message
- Which security applications are used?
-Firewall, proxy server, virus scanner and network sniffer

Browser check list
- Which browser is used?
- Which video stream - M-JPEG or MPEG-4 is used?
- How many users have access at the time of disconnections?
- Does deleting the temporary cache of the browser helps
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General Troubleshooting steps
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Power-cycling a camera with network access – Using ACM
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Factory Default a camera with network access – Using ACM



www.axis.com

Power-cycling a camera with network access – Using camera interface

Click on ‘Restart’
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Factory Default a camera with network access – Using camera interface

Click on ‘Restore’ 
to preserve the IP  
address or ‘Default’ 
to hard default the 
camera



www.axis.com

Factory Default an AXIS P13xx Camera without network access 

Using the Control Button
This will reset all parameters, including the IP address and the focus position, to the 
factory default settings:
1. Disconnect power from the camera.
2. Press and hold the Control button and reconnect power.
3. Keep the Control button pressed until the Status indicator color changes to 
amber (this may take up to 15 seconds).
4. Release the Control button. When the Status indicator changes to green (which 
may take up to 1 minute), the process is complete and the camera has been reset. 
The unit now has the default IP address 192.168.0.90
5. Re-assign the IP address, for instructions see the Installation Guide supplied with 
the camera.
6. Refocus the camera.

This will reset all parameters, including the IP address, to the Factory Default settings
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Factory Default an AXIS P13xx Camera without network access 

This will reset all parameters, including the IP address, to the Factory Default settings

Control Button
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Factory Default an AXIS fixed dome camera without network access 

Using the Control button and the Power button 
1. Remove the dome ring and dome cover, this will automatically disconnect power 
from the camera. 2. Press and hold the Control button and the Power button at the 
same time. 3. Continue to hold down the Control button and the Power button until the 
Status indicator flashes amber (this may take up to 15 seconds). 4. Release the 
Control button. When the Status indicator changes to green (which may take up to 1 
minute) the process is complete and the camera has been reset. The unit now has the 
default IP address 192.168.0.90 Note: The Status indicator will display green for 
10 seconds only. After that it will be unlit. Refer to the Status indicator table on 
page 6 for more information. 5. Release the Power button. 6. Replace the dome 
ring and dome cover, this will automatically reconnect power to the camera. 7. 
Re-assign the IP address, see the Installation Guide for instructions.

This will reset all parameters, including the IP address, to the Factory Default settings
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Factory Default an AXIS fixed dome camera without network access 

This will reset all parameters, including the IP address, to the Factory Default settings

Control Button
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Factory Default a Q6032-E/233D without network access 

Using the Control button and the Power button 
1. Remove the dome ring and dome cover, this will automatically disconnect power 
from the camera. 2. Press and hold the Control button and the Power button at the 
same time. 3. Continue to hold down the Control button and the Power button until the 
Status indicator flashes amber (this may take up to 15 seconds). 4. Release the 
Control button. When the Status indicator changes to green (which may take up to 1 
minute) the process is complete and the camera has been reset. The unit now has the 
default IP address 192.168.0.90 Note: The Status indicator will display green for 
10 seconds only. After that it will be unlit. Refer to the Status indicator table on 
page 6 for more information. 5. Release the Power button. 6. Replace the dome 
ring and dome cover, this will automatically reconnect power to the camera. 7. 
Re-assign the IP address, see the Installation Guide for instructions.

This will reset all parameters, including the IP address, to the Factory Default settings
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Factory Default a Q6032-E/233D without network access 

This will reset all parameters, including the IP address, to the Factory Default settings
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Additional Issues & Troubleshooting
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Event troubleshooting

> Detailed description on what happens and when
– Is it trigger (like input) or action that fails

> The Server Report to see configuration is necessary to have

> Catch the time of failure in the log and the specific configuration

> Check any firewalls that might block connection with event server, especially when 
seeing timeouts and connection refused messages in the log

> Network trace might show what happens more exactly if the issue is in connection 
to the event server

> When having a triggered event to get best coverage, use both pre and post buffer 
and then run unbuffered upload.



www.axis.com

FTP troubleshooting

> Connection refused - no FTP service started, camera's FTP client not on the list of 
allowed clients

> Timeout in trying connecting - network problems, firewall blocking connection, 
trace might show what happens

> Disable tcp/ECN in Plain Config of camera
> When error code available: 

– http://en.wikipedia.org/wiki/List_of_FTP_server_return_codes
– error 530 - incorrect username/password
– error 550 - No such file or directory (user missing permission to access the 

specific file or directory)
– error 452 - Requested action not taken. Insufficient storage space in system.
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Wireless Troubleshooting

> Security options
• WPA-/WPA2-PSK 

– A pre-shared key (PSK) is used to initiate WPA security. The pre-shared key is 
entered on the access point and on each device on the wireless network. The key 
can be entered either as Manual hex, as 64 hexadecimal (0-9, A-F) characters, or 
as a Passphrase, using 8 to 63 ASCII characters.

• WPA-/WPA2-Enterprise 
– It uses the 802.1X authentication framework with TKIP or AES encryption. 

Network users trying to gain access are verified through an authentication server.

• WEP (Wired Equivalent Protection)
– Select Open or Shared Key System Authentication, depending on the method 

used by your access point. Not all access points have this option, and they 
probably use Open System. Open System may also be called SSID 
Authentication. Key length – 64/128 bit WEP is supported.

LED Color Description

Wireless LED
status

Green Steady for connection to a wireless network. Flashes for network activity.

Red Steady for no wireless network connection. Flashes when scanning for wireless networks.

Unlit Wired mode.
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AXIS wireless cameras – Troubleshooting

Wireless issues

> Known compatibility issue with access points supporting 802.11n:
Disable the 802.11n protocol and run only in b/g mode

> Hidden SSID issue with M10 series:
(fixed in the latest firmware)

> Disconnection issues with some access points /routers:
Disable the UPnP and Bonjour protocols because
these protocols affect the wireless connection

> Read the Wireless Technologies Guide available on Axis web.

> Check this document available on Inside:
How to setup wireless network
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PTZ Troubleshooting

> No PTZ Controls visible on live view usually indicates an issue with the PTZ driver.        
- a power restart of the camera can remedy this issue.

> Camera does not respond to PTZ commands could be a driver, communication or 
hardware issue.

>   Check Dome status on System Options/Maitenance. Perform a Test.

>   Check power supply/PoE used, ensure it is sufficient power for the model camera.

>   Check if there is freedom of movement for the pan/tilt function.
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General Troubleshooting steps to take
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Camera specific help topics
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Camera specific help topics
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Upgrade the camera firmware

Browse to downloaded 
firmware file and click 
‘upgrade’
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Factory default the camera

Perform a hard factory 
default to reset all 
parameters back to 
factory specification
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Obtain a camera server report

Click ‘Server Report’ 
to generate a 
complete log for 
diagnostic information
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Obtain Camera Firmware and User Manuals 

Product Firmware

Product literature and 
individual support pages
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Setup up a Syslog server to obtain a system log from the camera 

The server software can be obtained from the following link:
http://www.kiwisyslog.com/software_downloads.htm#syslog

> Go to syslog.conf: http://ip/admin-bin/editcgi.cgi?file=/etc/syslog.conf

> Add as last line: *.* @logserver
– (logserver = hostname or IP address of a syslog server)

– Example: *.* @10.93.141.1

– Save the file

– Restart the AXIS product.
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Contact Technical Services Support

> Support requests are made to Axis Technical Support
> Most efficient – Log in to MyAxis and use the online helpdesk on the Axis 

website: www.axis.com/reg/login.php?oldurl=/reg/mycases/index.php
> Benefits

– Ask questions online
– Highest priority
– Trackable
– History log

> Partner Phone Support
– Monday thru Friday
– 9:00am to 8:00pm EST
– (888) 832-2947 
– (888) TEC-AXIS
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United States and Canada

Local office
Axis Communications INC
100 Apollo Drive
Chelmsford, MA 01824
USA

800 444-2947

Director of Technical Services
James Marcella

Technical Services Manager
Joe da Silva

Partner Support line
888-832-2947

www.axis.com/corporate/contact.htm
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Additional Training Information
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Additional Classroom Trainings Available
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Advanced Training Available
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Webinar Trainings Available
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Web-based, Self-based Trainings Available
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Thank you!
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Get the Axis picture. Stay one step ahead.


